Q

ONO

your future life

VPN @ik 22 25K s

AWAN 8LAN Gigabit
PR - HEIETE - MR 2 F IR

RO A T




(J

your future life

Gigabit VPN [5X &

e 5171 TR 4
Ty 2 WAN B B B B AR oottt 6
2.1 BRI R RITEE I oot 6

2.2 BLETRAZZE oot 6

B T = OO 9
3.1 BEEHEE LED FEIT S cooevreersesseesssessesssess s s s s 9

3.2 L VPN [ K HBEIRITAEEL [ sss st 11

L R = - = = = OO OO OO 12
i~ FEERLHEHAR ~ RN A R B SR S FIRERIHTERTE v 15
T = = = OO 15

B2 B B T R I AU IER T vt bbb 20

TN M T B B A T ..ottt ettt ettt n e, 22
B.1 ABREEETE covvreveeeseeseee s e s 22

B.2 25 WIAN ZETE wooorveeeevercseeeseesssesssess s s s s st s st 35

B P B A BRI T RS ... eveeeeeeeeeeee ettt ettt e ettt ettt ettt ettt e ettt 51
7.1 QEBEHEASTIRTE oooovoeceeeeeee ettt n st 51

7.2 GEREIEIRBEETIEEEIT ©oovovee st se sttt st n et n st s st e b st en bt et n et en et 53

7.3 DHCP ZEH IP fFIHEES oot n s 54
TAADHCP REEEETT cvvovveoecveeeseeesees e see st s s sssenens 59

7.5 1P T MAC HIEEATE ovvvoeveeeeeeeeeeeeeesee st s s 60

T8 AP BT oot 63
AN O oI k= - = OO 65
I e =1 (00 1) JVOT OO OO 66

8.2 FEAFEEIIE oo 78
AR D i - RO 81
0.1 FEZREEEE oo 81

0.2 FHRIFTHIEEEE oo ovoeveeeee e 85

0.3 LAETPIZTAE oovvvvrveeeseeeesessees s s es s s s s et s st 90
eI = (A Tt @)= - RO 95
10.1 DMZIEIEIRTE TR wovvoeeeeeeeeeeee et ans s 95
10.2 BEEHEEIIITE covvverveeeeseesssemseeesssee ettt n s 98
10.3 35— NAT B ...ooooeoeeceeeee et 101
10.4 DDNS-BHEEIHAE BEELTBAEIT oevveoeeeeeeee oot 103



(J

) >

your future life

Gigabit VPN [5X &

10.5 EEIRAGTE MAC fIHEEETE ovvoeereeeeeesseesseesses s seesss s 106
N W= =Gy v ) =3 =TSRSS OO OO OO 107
1.1 45 FFHLEHIER oo 107
11.2 ZZRBTIEBTIAR oeveerreeeree et 109
103 R T BB IT B o oovvveereerseee e 110
L18 ZIFIRIG covooeveeeeeeeseeesee e 111

F . VPN BB AR E ..o 113
12,1, VPN FEEEELFILE (VPN ) oot 113
12,2, QNOKEY ..ottt bR R Rk R R R R E Rt e Rt E Rt e bRt ettt et ne s 146
12.3. QUM VPN THEEZETE cvvoevveeeveesseeesesssesseessss s s 151
Rl = 75 = =1 =TRSOOSR 156
131 I EE oot 156
13.2 ZRIRBEEIIEEEIZE oottt ettt n ettt ettt ettt ettt 159
133 B ET oo 160
134 HETE IP FZEIREE oo 162
T~ B ettt e he b et bttt At heeheebeebeebeete et et entereeaeebeebeebestetentens 164
R = B T e L ot = A= SO 165
[ = = N = 4 OO 168
(g O VR 52 T 5 a = i, NI TN 180



A

your future life

Gigabit VPN [5X &

AEAGKRPLIP R FTRE

CEESLIORES I T (LA™ " D (EAETa] e ) (LA™ fhe” ) B A P BLGER AR A =] (LA
T R ) BEBS ST AT R AR T AR RS ~ DL SR e PR R ALY R R IARAR » B
RS AT IHE R ZAMBRIRBAIH P - #EST IR -

EYUAN | PG EILIREE A PAE N E - BIE TR A (f58) S Ral - SE IR R B R 2 B B2 R
(o) - BRIFIEHESZAS (k) RN S RIEE ORI T e HARRR RS » SEHY MK ~ BIREF(E AT Rl B
B (k) AVREZ > SERIERERZA (i) SIRPRREIER -

(1] FigrEtEA

TR R B G ~ B ~ FEaest ~ ENpibhe) - sRETE S 2 W& (R AR PEZ (EHE (RS
DR M AR AR AR RGE - B PEE M R > Ve RN R AR E R - BRI R
HMRETR - k7 LHORIESE -

(2] "FM"settEsnE -
M PR DAERCE S R RS B2 ~ (I ~ BUR ~ B A" T -

(3] HFEEERZAA

PR AR RO TRRRIATEE T aRA (e ) ERA" T - FPERERA () - Bk b HE A
FESIACITEH " T AR A o AFM"WEBE TEE" - RN BERIERE R E A Z BRI - I0H.
AMFAEEATHERS B AR - A SRR TS LR R A EHEM R R EMES - BEMHEME
A Z 6 S RE A ERRIRERE L, I E BR BT RS R TR 2T » B ICATRHE TR B AR A7 BIHETE -

(4] AR (EHEATEN

(4-1] pREER 2 DteE ST 8 R hHysEER - B aRe HIRRYGUR - F P 2B A LA 8 2 A E 2
EREVEOE R « BRHEREUHAET ARG SEIRK - BeaE R AL L e A KB (TR AE

(4-2] a5 T IRIEA SRR S AR Ay H £ - PGRmA R B fTiEekhEde / T MREmr R

AN o

(4-3] FraRES B HEY] > (EH2% > G IEATHEL R R EEE - MG UAE T —hAME
HEIE -

(4-4] AT R F 2P E P A VIIRE R BT 3\ - EanIRE S E B IR R AT 28 > Hit
HR T ThRE FIREA & RS FTi R Y E s | -

(4-5] FREEIREE L T-IME R N EHVESHER] - 0 H TREA & RIS S8 A ACHE — 2 I e 2 o A B 5



A

your future life

Gigabit VPN [5X i

S - 55 2 PGEE T -

(4-6] fatr (F1/50) HAERRrtE s - WHTA S B A BRI RESRI R BT ATR(E - RS
ARV EINE - FFERERR - FrAENIERIENFTABURRERIFRC: o FTiESIHYE B A SINIZE My £47 1]
FERHE B EAEE - fGE (/50 HSftEm A et n =2 Erms@ie s - fEEmEL T AEER
{56 FHEE 22 A& ERAT S [REAY BB (6 BB T A RIEYERA T, BGEEA/ SR FER s N B (E A ~ BREr]
RS ETRREY ~ FRATEROTAE IR R SUEMREEIVIR. ST A B EMER  EmZIRAR R 5T
Gt BB AT Fo Z 5T ©

(5] EAmFRRK

[5-1]) Afghakm P E A H AL CBRRYER A E s, > ATE R AR ER 3 B SRR - A B A IRRL
BT

(5-2]) Aighakavfigr « 01 Rz - BN EEEARE - EHPRIPGE ZHs AT Rirsises - 5t
FEfAREfER -« EWREAR - H PSS 2R B & ST e X Rt P A B o REEMIERILL T o BRI
ORE D MHEZEEE ) RPEbe -



A

your future life

Gigabit VPN [5X &

— ~ [T

VPN 75Kt (BAT B KHE) ZAERREE VPN FRKAE TS K Rt R B SEAE B LY ~ TURIER
WhD -~ R EHE R TR H e RE R SR =TI VPN K » Br—UAERs 2 VPN K - $1
HWaBR T Z R SRR P HEEHTK > 55 Gigabit FHpHi 7% » SHRERRHEGIRD - BEIATE
EH - % WAN Sy » sBE S8 - GBS - SRS ~ FEBERS tHEIIAE -

LB HBR A 64 (i1 7T 5010 WA D B S TS - S 2Gbps » B EUREB R REE - PO
A BT ISR AR R g -

H VY Gigabit WAN Z58E » I B S RE SRS k- P AT HECRIDIRE - RS MEGRE R B A P -
WAN Il ME SR RE 0 & 48R 2 BORAR TSN B P RIARS - EAh - JBILHIEERG DMZ SR ] DUSEEE B A A4 IP
ik ME R as - g P 8 {E Gigabit i LAN ZHEHR - H7EE 10/100/1000Mbps Z K4EHE A% -
{0 ] DU R RS MO AT iR e DU B S 1Y Bt > T (LTI T - IR SRR SRE - SRR R ZE ]
e o

Y QoS SR EHILIAE © IRETR AR ESCE G - o] I E B A TRAVAERS BRI S B ARy oy
fic o BN TR RER GV R TSR MICE A R 25 - A G R/ DB AR NSRS AT ARV » SR
HHHEAR - b T HPRE  ARE 3R BT RERR RSN > BB > S RE(S A
DIEARRAE] » B E RER - 2R A RCRAVE ] - FRHE VS SR B iR RS E SN R
BEFIARCRAVHRE R - fEEHE - 128 TR -

bR T S T 5 AP NERARBE TS > B VPN R BERLA 4ERS SR IIAE - H Al 3R B2 ME FIRYE SR A 4
ESEERG IR - F2{E5E R VPN ThAE - Qno SZHRMEAERT IPSec fifiE - IPSec VPN 37§% DES ~ 3DES ~ AES-128
flZ > MD5 ~ SH1 575 > IKE Pre-Share Key - S02 TBIRCERVH IR - 4% Aggressive Mode > iz H
BIERTEAR > DURAE EAREEE o SRR EEURE) 1P A P B SR DA T R AL A A AR

B PPTP {alfikesthse - AAHAHIRREEUR - & WAN D] [EKFE 17278 DDNS #%iE - A S IP
217 VPN #4% - VPN A QVM VPN —SmartLink IPSec VPN 3% %€ - HE# A VPN EiRZs IP ~ FHE & ~
R 2 #h5eRk IPSec VPN E > #E A VPN IHKGIEF LRI TEZ T QVM ThEE > HIE0E R QVM fAfkassh
REREZ FI Pl At QVM Z SIS BERL A 4R HAR - SR PRI Z5chk VPN o > SREE thaeins] » i
SESH VPN HYEES - N AR R R RIS o hORiEhlRIheE o w] DARBR A8 L ThRE Eilm S gk P
T RS > T IR ME TS IPSec KEf o SIRFITRIIAE » BraRAITE S —(8 WAN HEfEIHELR -
TR VPN AR EéR -

SHEPGEEACI R RS - IP (irhlk - SRESES h =FEIA T f R o R AR MBS AR R TR R
AHELTR RV RIS > P OREEFTA RERIG A o RIS S E A IR A P fhEAE - B8R 5SS



)

your future life

Gigabit VPN [5X i

B > SRS EARES - TEORPSG MR TE TR ~ BTTiENE - AR F YRR - (FREITHE
il RRIETH RS E R RV B EE -

SRAENITKAE ZEE - DU e 2 B ST MBS BB T 55K - £ B EARNThAE - 4 EHaEEs
[ ERTBIRE (N - IE4ESE R B E T E AV AR EOR - HR B BE S E 8 - IF&)K 5 - ARP I
BEhEThAE - BN S5 E - AXPHIE NI MEERIE - HECRYERE 224 - KIE L4k T NAT 248 - A
A BT S - DHRESERAVFRURAIRCE » w8 B B 22 1 BRI B A RS IR s PRI
2R 1EJEs P e T B Y GBS (5 FIRERR > DURE S A FH ARG BB A & (5 P T A 2 VBRI

REFS L HEREHA(NAT) BR T ] DU EL A 48R 1P B - SR R — (8048 1P st ] DL 2 A [RIH 2 4
S o [EIEEANAY IP fizhkS7#% 4 il Class C Z4) - DHCP HE)53HC IP > LUK B 2R IP 811 MAC iz ik 4H0E 52
WPRIRFURE RN - S REEHE -

IEER I R AR I — (EThRE R e 7 A BLANER - 5 B BN B ehas A i E SRR AVEE LA o
R RIS PR RN o ] DGR PR AR RS Fh e A o AR IR USRI A B R ST
Ffe

f&n]_E4g www.Qno.com.tw HETER_EE 5% LIRS R GE EE mn B RN R B B B0 A IS pRak A i



(J

3 ) O

your future life

Gigabit VPN [5X &

=~ % WAN BRESRERERE

REE M FRERICE S WAN B SRR SRR thes 2 WAN ACERURZ AR % o] DURESFZAVEC
ERAFIHIGEES - A AVEEEMEIAEES - (RS h S ETIEARIIIAE - EESHasHTRRE RS

2.1 ZMECEMENRE

F o] Ll DL TR E AR RO B R MAVAEES - RESERMAVARR SES A MR AR - RS RE Z EIEE AR Ay
RER > [Ei A] DARH BT — e ST — b2 R R AR RO E S T (R P A e B R - b
AVERRE - (19 PRV ECE —REML - IEEEZRENT ¢

1. HERRLEG -
2. BPHCENE -
3. HEESRMAERUE R T E AR R E
4. ETREMGHGHIECE | ETAEERHICE
5. ETNETEGHIECE - BREGICE X P LLCE
6. EfT QoS T EHACE * PibAT (S REN -
7. EGTDKGEICE @ HSE A E AR E R -
HAFFRIRCE © BB kas - UPNP ~ DDNS ~ MAC 5% -
9. EHMHENILE LS HEE - SNMP ~ KECESEH S HICERE -
10 - VPN EHERLAHEES - QnoKey ~ QVM VPN ZHEEFLE °

11, BHEEHRE

2.2 fcEMIER

IR TR E R BV hess EE A A DU RCERTE IR HAY QRS FAIR a0 A DL
FAREEE AT BN E 2% (#k— ~ BECE S R E A =) -

1 | BEEELE fiE P AR A FRIE ] P B M RS Y R AR 2 B FH 25 A




)

your future life

Gigabit VPN [5X &

2 | BHHICERE TEETHEES Web #2ABSH | B 8RPEHIE8AY Web BT HH -
BICERE R ARGE
&
3 | HEESHES HEE ISR A DL K. | FEERSHHERHING - R HRBSIRA » DIRKEBSHHE T
B& FH TR TEARIM.
TR RIFEE | e R BT LR BB -
3% TE % FH S R ] L B I A (52 -

4 | ETEBAEGIVEC | MEE RIS E A | RS o R T NI B SR AT A
= HHEC - K ESE PR (B LB SRR T -

5 | ETNEELRRIET BERG VLAN FLE - | FEMEFORIEIHURIRGINEE - R USRS H K
HOERBGERECE R | AERE IP AYECEEAE | VLAN BYBCESH R NAEMHRIEE R o TR MR AL E
IP fir kAL & R ETR IP/DHCP =& IP firhk53HC » 75 {8 FH P AR [E4E

PEIRIRAVFREL - IP BHAH/E I —4H IP firhk-fieiH
ERCE > BLEELAE -

6 | #{T QoS PHRE AL | BEEAEIE - NE A FEUE | HECRYEIS EEEE RN EUEIE - HECRYERS B E
B PIEEEG A | AR REGEIIRE | ARSI A R T E
A AR HH o RARAR R RS R KAV -

7 | ETRRKREECE > | SCREESE SRR R | ENER PR BT - BRBE A A A R4 -
P NS | R BT FHFMAIEE F4EMUER MSN ~ QQ -
FEER Skype BT AR & G RN EZ = BT 2

SCEE NG P E RS R ARP SRESFTE 4
AMRIE TR KB NSNS R EURAN » DUE— 8
PEE TER] F481T 8 -

8 | HMFFRIECE B | SPEAEEERIER | SREEICE TR E S — DK
{EIHRES ~ UPNP 75~ UPnP ~ BReRMSEX ~ | NERBIIUEIIR S - EBEHEARES - UPnP @i E
DDNS -~ MAC 5if% | Z&isk4d IP - DDNS ~ | 1UKE > AL EFEIR S FFaerst - —%—

Mac 5efE NAT fiCE - ShReThae SRR iR %L Mac
firkl- 5l -

9 | BHYEENIE & | BBHSLEBEREN & | @EHELIIGEEE RS HE - BIFEREARSIR
HHEE - SNMP ~ 3% | S B () BRI R - HECRAEEIE R -

TESHHD
10 | VPN E&EERA4ERS ~ | #1% VPN LG ThRHErT | FEHZAEIM A (ERY VPN 5 E - (&0 VPN &

QnoKey - QVM VPN
TIREICE

B 0 s PPTP -
QnoKey B QVM VPN

BRI FIERE - REA RO IEA it




)

your future life

Gigabit VPN [5X &

11

BHACERE

HEFARCE LA

BRI HEs Web EHHH -

T HEA TR S (AR AR B B 5 Pk PR AR %



(J
\JJ

your future life

Gigabit VPN [5X &

1]

- BERR A

RS ERE LR RS S DU E R A

3.1 pAH%8 LED &

LED %&5%:5EH
LED B &
Power-Z5 5 Lkke GrpEse o EEEBH R
DIAG-H F I Tk TS - B ARSE RGBT E AR ARG
TR - AR Sepkbatk B kg RIThEE .
DMZ-DMZ [E#&HARE  40I& GRETE T ZKHERE AR IE R
CREEPOME © ZRMEESIR IE A E A B B R E
100M TR WS ZKHERE 4T 100Mbps HYZE
1000M LR GrRkEsE ¢ ZKHEESE4RAT 1000Mbps 1Y
WAN iR Gkt ZEpsE s RERHE WAN CAGEAITETS IP frhk
RIS (Reset) 7§
BhfE =€
(¥ Reset ##%$# 5 ) EGAME - EHRE VPN B
DIAG f&5% © fttstie e

F#(¥ Reset ##§# 10 #0 0L _E WRAR T HH R TEESE(E
: DIAG f&5% © f&trEsetid

RENEE

VPN [k HE N A SR MRy E - LAV E SRR 1~2 > EEMCARETERE LM FanEE
& > VPN KSR AR SR ] B2 B R A NTP el (Elfees - G /ASLEey e e - DUERUS
AT AR -

AR

Ry T FEGnHYIE R LT > B0 B T RN - DLRIS R S A R B IR |

R VPN FKHEZAEHE 197 B |

T LR VPN KIS E T = - BSOS A S E A 19 WERERRZRATEE - FTLURE VPN [ K i



A

your future life

Gigabit VPN [5X &

ZEEIR L 5 VPN KISV RO 5 AR ICHE - 1528 VPN FRKRE AR LAVRHE - 357
BAERHAA BN SR B EN S L DI NERBERIR M L CREERGH AR -

& VPN IKHEE A HC 5 A BN 0 - B8 2 X L BUSRIFT R UK RS - FHASGHE VPN [
KAGZEHEAEZE LR o Z28EREAT 19 SRR EIJ7 A0 NEFR |

Fo T EMEITREETT - fsm AR A E RS H2s  55- 22 RH 28 Sn g (A Rl R Rl — () - G AREF
FE A 10 EORPL ARy EZE R |

10



Q

CONO

your future life

Gigabit VPN [k &

3.2 P VPN FKE Rl ERyAEES -

;I Hub/Switch
0

Server

Hub/Switch

Internet

FESABER 4R + WAN 5 0] DU B xDSL Modem % A T H4E -

RIS AR - LAN SR 0] DUBRRD Switch HUB B0 PC AR K YT IR S - LAN 1 #820] DIEE Ry B -
AL IR E P G E » SROE SR o] B e B (] iR E PR LR A

DMZ 3 : ftia] DUSEELN Switch HUB B2 BA4NII &4 IP (kA fEfkeEs - A48 H (] Ras DU B 15
(BRE RS

11



J

<9

{

your future life

Gigabit VPN [}k &

* B SRES A

RE L FRALE PP ES HhEsE o AR PR S5 Y SR S SRR th 25 HY Web EHIH -

AR S LAN Iy EERS (HEE S E HEERS 1P #itik) Ay DOS MEHEHEsHY IP firtk
BEFAAA— LT - B A cmd # A DOS #£1F > F#ii A ipconfig—HfEs? - BHIBREERIE (Default Gateway ) k41l
» 192.168.1.1 - HERLERRLFTE L FUEEE 2R ERRY. 1P Mk -

[+ C:\WINDOWS! systema: =10

Windows XP [fE3~ 5.1.26801
YEE 1985-28@1 Microsoft Corp.

C:~Documents and Settings>dkripconfig

Windows IP Configuration

Ethernet adapter ﬁ'ﬂﬂ'ﬁ—ﬁ:

Connection—specific DHNS Suffix . : FUR?46

IP Address. = = = « = = = = = = - = 122.168.1.198
Subnet Mask . . . . . . . . . . . = 255.255.255.8
Default Gateway . . . . . . . - . = 1922.168.1.1

Ethernet adapter {J189E284-2E3C-489F-8BCA-3BES?576B9F4>}:

Media State . . . . . . . . . . . = Media disconnected

EySl

AL

& “ipconfig” AREJERS IP ALtk LU ERERRA AR - s ESHY IP Hitfk 5 0.0.0.0 BUKz 169.X.X.X
AUTESE » BLRRS HHES A2 A S ECE] IP sthhl - g Fle it e G A M- - BiE REOREE -

12



Q

CONO

your future life

Gigabit VPN [k &

ARG EDTRESS (A0 |E) - fE4BHERNIR A 192.168.1.1 (E 2Bk eRMIE) - EHHBLLL T BRI

« your future life

GARRETR)

TEAN

VPN [i5 K i Fy S8 B2 1 i FH 42 7% (User Name) B {if i & 2 1% (Password) & B “admin” » e DU S 14 3%
TE Y B AL B S TS o

T A R E R o SIS E R R R (GO R PR R e ) » ST DURGEERE S Ry
A At - o R SR A (e Sk b o SR AT Z2(o0 P R e SO (0 P R S A iy A e 2 > b
"BV m] R PHRE RS -

13



)

your future life

Gigabit VPN [5X &

TR

Fo 17223 TSR OMES Sk 212 FEH S | SiE%EE  SREHEE » RHEAH
SRR HERRCERE - WATRE R LY Reset fZ2§# 10D L - IAEZIH R (E - ﬁﬁﬁﬁ?ﬁﬂ%ﬂ’%ﬁ%%
EHTRE ©

B3t BLEETTRES EI30Y Web EREE - ¢ BTN LA BB EE B R ORE Rt - P T
SREEC » EERA R (ISR - lE -

[BRhT

14



()

your future life

Gigabit VPN [5X i

T~ HEERERIE ~ ARG U B S S AR (R VECE

REEAEE SFI RS E R B 1R A S B 0] DB AR A RS DL R TIEIRRE AN - BERLE L EER
P EIRHE RS Bk S 2 4B R E »
5.1 HEMET
B HEUR VPN FKAER KE RS B Es B AT ARG A 28U S GIREEUREER -
5.1.1 Z&EM
O BEEERE
ﬁiﬁégsé WAN 1 WAN 2 WAN 3 WAN 4 DMZ
kR
Pt 61.222.81.69 | 0.0.0.0 | 0.0.0.0 0.0.0.0 | 0.0.0.0
yazzhliE £1.222.81.65 0.0.0.0 0.0.0.0 0.0.0.0
DN Sk
LR 168.95.1.1 0.0.0.0 0.0.0.0 0.0.0.0 ==
SPfiht _ | |
R 0 0 0 0 0
(session) _ _
F§§§ 1 0 0 0 0
t§§§ 3 0 0 0 0
DDNSH] Dyndns [k Dyndns EéRA ' Dyndns 4R ' Dyndns EéRA '
BEiElgE 3322 B4R 3322 B2EA 3322 B4RA 3322 BAEA —
HIRD QnoddnsfEA | QnoddnsBEA | Qnoddns BAEA Qnoddns BRA |
g‘ggg_ 0 BRI 0 AR 0 BRI 0 BRI =
:
T
34 P ik - I AR R VPN [FK SRS B 230 WAN Ui H gy 1P Az &R -
THERREE 1P Hiht I B8BTS ISP 43 B4 VPN [ K S S FH 2 WANL~WAN4 (RS 1P fir
HEEEH o
THRE BB TR AR IR S ALt - I B B R FH 2219 DNS 9 IP firhE&:R, -
LIRS ¢ b BB VPN [ KRGS 254 WAN H RijryE4R8 H -
TESHEFERE b BHE R VPN [ 5KGRE S 28 WAN H Fifey NS e (A LR -

15



()

your future life

Gigabit VPN [5X i

FESERERAR IR VPN B KR4S 28 -8 WAN B Fijfy - EsH e e ARG -

BRI BB R AT - e RIS 251 DDNS M EEIHGIRREEER o R BEEILTIAE Ryle
BF -

R E IR ECE (QoS) I R BEUR S FH 2 4% B IR 75 (QOS) /2 A5 FARL -

FEyEHE EEMERES AT P rhkls - thEBUR (8 oy h] AR

W o A A] DUR B R S A ORI ISP ImPii 380y 1P fizhk - PR

RLEE % S R MO T ISP Ui s&HY 1P fizsik - E8E% WAN Ui R

/341 PPPOE B(E PPTP AYEE - B &% HEUR HH B bl -
DMZ IP it : e RN S 2 DMZ HATHY IP AZiksE &al -

5.1.2 BERERRRGREIR R

O FiEEEIERRIE

& 1 2 3 4 5 6 7 8
Sl Aotk
AR AE BIF BIF BiF BIF BIF B BiF BIF
1% | Internet Internet Internet | Internet | DMZ
Sm S 1 EaimeE 2 EaimEeE 3 EsiEE 4 DMZ
R ER BIF BIF BIF BiF

BEAR B GRUR A 8025 H ATRIRHIRAE « (BlER- CACHNE - BRE)- LR R R BRRGIRE - BRRA- LSRR BRPAIRAR) -
AT LURE B IR R - AR5 AT B Th A R IR R SRR B R0 - W0 TN e -

16



()

- v

your future life

Gigabit VPN [5X &

=02 H#3 |
mnE:
BEEERE 10Base-T / 100Base-TX/ 1000Base-T
R\ ESER
BHRERE RES
O FOERE R
SERTE -8
AR EEE 10 Mbps
¥/ TER ¥eT
EEENESX BE
VLAN VLAN1
ANxREst:
=3 €= g2t 5254
EWHEByte® 625389
Sinam 5112
£52 333 Byte® 2996698
EARTN 0
R

BEFREHUR B AR sUE IR - A4S H 135K 75 (10Base-T/100Base-TX/) » SR i B (B4, o848
IDMZ) - &R mHEINRE (BLEY/BAF) - SRACEIRRE CRELENREAR) - S RERE(S R —RK) - HERR PR
(10Mbps/100Mbps/1000Mbps) » TAEMEA(FEE T/ T) - Z KRG E B EAIRENERA) - RILHERRS
GRURIIRATREONIE LAV B R B R X Byte BN EIMESEBCREN T RGEE -

5.1.3 AH%ER

O RZEHM
E S5 PR i 7 8%
E

192.168.1.1/255.255.255.0

E @5 D

v1.0.12 RC3 (Jul 16 2008
SRR 19:36:54)

BRAEREE | Mon Aug 18 2008 15:48:05

THEL NATIER ERerEst)

£ TR 3 Days 0 Hours 57 Minutes 48
Seconds

JEIgsASE IP ikl : [EABUR VPN DKGHERS 5 A S HT LAN I H AT IP ikl - 240800 5 192.168.1.1 -
TreEst 0 R RBURES theshy H pl TFEE(A] B NAT B0 R ) - Z4RBEERIETIRE Ky NAT
Gateway f&=

FEHETAERERT ¢ BEABUR VPN IFKGHE  H ATE SEBH I -

ERFFISR ¢ I RETR VPN B AU 55 -

17



)

your future life

Gigabit VPN [5X &

BERRARACEEN ¢ AR VPN BKGE H A A AR AR ARAS -
H RTIERERIRS ¢ [EBUR VPN K H AT IERER ] > (B 01 R R SRS E B2 NTP (SR 565

[P &4 & IERERD -

5.1.4 @t =&
0 XENERE

Bo K BSRRE | R HE
SPES U Bty RIA
Rb 1 DoSHB2 RUA
A B EFREREmREK faRA
ARPE(%ZEy = R
E=reel RIF

shEIR BIERE 0 {&RARRE

SPI EARRRER] :  [HREURES HHESHY SPI EHELEUHTZE T K DI AE BEH 2 5 BB (B RAR) « 24080
HEThAE Ry RAEA -

BhH1E DoS g : bRy BE R FHES I IHETR H 481 FAY DoS KUETHAE BETEE A BARL(BXEH/RARA) - 24830
HEThAE Ry BHEA -

NEERESRAERE AR I REURES hesfVHET R B 4888 L6 ICMP-Ping (Y[l D) AEBE TR 2 & BB (R ®)
IBAER) o Z A BRFTILIAE R BRE -

BA1L ARP TrBE: [ Ry BERIES FH 28 11 ARP TUSRA LA BEVE R 7 BB (BUBNRHEA) - S5 Bha LTI RE R HEH -
BIEEHE M AEURES hEsHVENG ST AR B S EE (RENRAR) © RERBRETIETIRE R RRS -

SERARCE ¢ It ABURE SR Rh AR AR B AV -

5.1.5 HEtsCskELEiRGRUR

0 HZF
E£XAES | X5 0
E-mail £ HzE | XH 0
X - I Ay BRSPS E B FH Es Y H sEsC $R IR A (EIAR 25 -
E-mail it HEE - (RAZE)
B AT E-mall (I » B E 284 FI S50 04K Lt E-mall it 52
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E-Mail By & E] A4t Hesba e E T -

1. EROABCER TEHERS T RS HEGEET T "BAEE WRARARE SMTP {4
ARes IEREAL AL — R0 43 B T B [l as T U RS ik S HEE R T80T -

2. EREARCER T ERS T RS HEEET > Hi2 HitMARZRIROE FRrIRER R0 8
e E CRRE —n G E T E A E R DA E » B2 H M AR ZRRE AR -

3. EECAREETEERST RS D  HEth AR - TR BHERER
EIEN TR HRE — R OB T H AR S TARE - 1 A -

4. EEEAREE TE ARG T RS HEEECEY > (B A EMEX I Al - SR80 "Bt
PHRERE > SREAERENEE — & T EFERGSOERE - HEEAEXD L > AREEsoe A H

HH o
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5.2 BEREHS N RFREIIESNIECE

5.2.1 FHGRE

B ITEIE# VPN KSR E0E SUEIR - 0 H B A ZS - VPN [ KGRE R A 5 A4 285 L R (B39 fy"ad min™
FREzENER  BFEZER S OMES — KSR E G E 2 R ESUEBHER | #ihH%40  SEEm=R
FHEAF SRS FHEs VR E BT L - W /AREEE VPN KIS ATE R _EHY Reset 78 +F0LL L - PRIEZIHIRAE > Fr
AR ER TR R ERSOE -

O EBRTE
&R  admin
REEE : |
WAHES : |
BRBANES : |
2
EFE L HRRIAAERRFE Fy admin -
S HERAEER (HMyGaERS S admin®) -
AR R A
HXRBAFES - PR B U 3 2 5 DAY
HESE B L T R R A PTG E RN S -
BUH - BLEE H 1SR BUM A BRI A S E NN A S8 HHREVENHEE 7S
TEZHIA G -

AR P BB T &5 FR R AE B L g 256 - FR A P 2 B sk 1k AR &5 73 1) B “admin”
RS M B G R A T BB E N B2 B “HUN” Tt BIE SRl A A shny ek
ENESE > WRE AN Z /A &A% -

5.2.2 ZMRHIRE

VPN [kl o] LLECE R > AR ETR VPN [ K S S0 kol B U S E I - 1] DARERfi#
B A IERERF R - DU R R BRI B HUSE BRI AR RS B R A BRIk - JR] DUBEIEEL VPN [ XGRS A R HY
SN R EI AR 23 (N TP (a]fes) HUSHE R - B50E Cak e IETERFE 28 -
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3 E H B HAEREE ERY NTP RS E IR © VPN [5G A N ARSI Ekes - & 8 BEPRHE -

0 HRERE
& BHiE AR E (N TP R E A SRR
O FEEpERR
B EBE |Beijing (GNT+08:00) ~|
B EnZRsR: FCama B @E @l @FE @
NTPB%FE%EJEE%'P Itime nist. gov
ik : :
B - BEBF N AT AR BRI P AE BRI & DU E MR i R o
HYEER&IBRERT FE TR E A B H e EgURF R - ] DU A B A HEAREE > FREES gL H

SHEE B B R ] -
R (el AR 2 ik - EElE CH RE AR ENRES - =T A% iR asH ik -

HESE - B P ST & R A T E SR E LG E N TS H -
UK - BLEE I SR & BRI A Fr BB NEE NE 2B IR E AN S RE(E
ZHIAEHR

FE A BRI 28 0 fEEE A LRV @ /NEF > o3 g~ B~ B~ HELED -

O BERE
C BHiE BB AT (NTPERE A R
& FEpRRERFR
|16 B[4 2 |10 23
i1 A2 B [2009 F

BhEHERR 14 I B RN A FriE s E W E 2 B B I L BUN B &5 BRI FriE iV E N E S
B SEER RN TR BN EZ AT R
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N~ BT R E

AL AR RE - BASMOAPAGHR - BB AL
i

SEREE A E ELAE e S0 LR AR -
AERRHYEE R I —LL ISP AR (AVE — D FAEN - HEpITHHECE - 2B LT S HER

B

6.1 QERLEE

E#MER fsMB (RLLISPERE M)
iRk | [snb. con (FELISPEREG M)

O EEE(LAN)RE
MAC fi: oo -JiT [t6 ot _[cx” [ @gzig:00-17-16-01-ca-a8)

aRf&IPfuzht 0 20 . 20 . 20 . 1 FiEES : 255 . 255 . 255 . 0
Z18Fi Enabled
Subnet 1:20.20.19.1

O BEHEEZRE
LT _ T Ty 2
FHTETE 1(WAN1) EEIP ot
FETHRIES 2(WAN2) _ el s
FEIaSERE 3WAN2) . SEET it
FEIatRE A (WAN) PPPOE ot
O DMZ®HBE
B A IPfizht RRIE
DMZ 0.0.0.0 {woE
o T
6.1.1 FHLEKAETIRE R R TEHE
E8REW [sne GREUISPEREIN)
SRk |smb. com FLISPEREN)
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A AR R TS (BT ) DURMEDIRE BB - ILEUEER S BORE P R (T3 E B AT
EH > BRIERTAR ISP 3K |

6.1.2 /5% LAN R HECE

B R AL B E A LAN B SRABRE R E - LAN 0 MAC Lk T IAMEE - % FITE B BSOS £
ST - 1 LAN 3519 MAC HLAEE B BEESRIE FR284HIE) - LAN 3% PC Fifir) Gateway ARP SRt 75 57
TR - EHE - TP SEEE - R G -

O EBIEHME(LANRSE

MAC fird: 00 |17 |_|16 |_|01 |_[CA |_|AB |(F@3%{8:00-17-16-01-ca-a8)
EEEIPHILE © 192 . 168 . 1. 1 _ FEMES - 255 . 255 . 255 . 0
Z{E+4 Disabled

IP BSEHE

IP B & AV E G o] DAUE g EE (LAN) [P ~ 758 IP(DHCP) S ailE ~ LUK PPTP IP Hifik 325
@ o
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O BEEHAR(LANRRE
smiphra 192 | s | 1 | [1 |

FemeE 255 | (255 | w5 |0 | |

ZEFEZE | [ 2zE7E

Es@seas | | | | |

roaxes: | || [ [ |

O #HEIP

BIFDHCPEIRSS
Tt T2 FHatE3 FiaEd
DHCPEIER= )| CgrE Og Cgre
MEEE (o2 i |00 | s 1ol [o | [i0] | [1se] ee] s |.fo0] | [ise].[tee o | [

O HEhE
AR il
(Max 50 Tunnels)
EPmRA 192 [[168 ||t |[200 |
FE PR RAIE 192 168 |1 205
O IPHERBGER
(Max 200 Tunnels)

Mg o2 [fiee |1 |[1s0 |

®IHTE: 92 |18 |1 | [199 |
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RS (LAN)ZRE *
AT LAN IP 55 192.168.1.1 - F48p&ifies [y 255.255.255.0 » 3] DK B AR 20 i (i ) -
Multiple-Subnet % F4EiCE :

RIEE S T4E - W ARSI NEY 4R |P Sk DU 4R R - BT 0T T4 1E RS - Ih
THAE A [F) T8 HH 25 e sk 4B By EL A A B 1P A Z S F2s 38 rT R ek g B o ISR ey PC 2B
SCEHY 1P FTTERYAEEL A [F] T8 HH a5 B kg Bt m] DAE 32 4 - BRIRER » IRR N BRI EACH 24 EHY 1P
4EE% > {40 192.168.3.0 - 192.168.20.0 - 192.168.150.0 HEZF - KHiE LB I AEI T4 - RIS LLAEAY A

EREMS A TR E et 7T A4 - i3 S 0] DRI ) B PR A 2o A -
BREIP :

VPN [kif&#PUsH Class C #y DHCP falfifiess - FHaeE/ERLE) - o] LR (s s AV BRI E EhHUS: 1P HY
Thag - (A[E NT fafes /Y DHCP IR ) > {Fiae e PC AHAC#EacE 1 IP firht - & BB - mim]
{7 VPN [75K s 5 B 1P izl - EEE -

48 P firht : 2R B B TU(EAEES /¢ 192.168.1.100 ~ 192.168.2.100 ~ 192.168.3.100 -
192.168.4.100 (1 IP firtikFAda3EHT o 0] DUARHE B PR AR SR A E »
4% F 1P HirhE Z AR B U 4EES 192.168.1.149 ~ 192.168.2.149 ~ 192.168.3.149 -

192.168.4.149IP {ir kit By (R EFHL 1P > g2 5 i i (E A B AT it
50 S EHE E FHUS IP firkl: - PU{ELEEL 3 200 &8RS H EHHUS IP itk - &
AT DRI E IR SR AGE

PPTP IP Hthhh-5% i aiE

& P (sE ] PPTP #25] PN > & 38 i — (85 15048 P kil 46 F P - (A0nT DURER ATl S S FH 25 SR PPTP
HRIEEGRE PA AL DU SR AT IE" > SRt SO0 /S IP 45 PPP RIS - 55/E7E - PPTP FEHY IP #
B RES DHCP BIRE IP #al&E Ll 2R iEry P & EZE -
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6.1.3 FEiSAEEE WAN RIEEEERE
IR AR IR BURRRE -

O BEHEHERE
St LBEILRE &=
FEELERRE 1(WANT) BEIP e
i ERE 2(WAN2) PPPoE » e
FEEREERE 3(WAN3) PPPOE v P
P EERE 4(WAN4) PPPoE Ao

FEArE : EEiAE AR ATE WAN SIS -

SREREGHIRAR ¢ [LIRBURZ BIR A L H ATOE R EHIREE - VPN KGRt H RS GGIRREE © HBIHG
IP fizsik: + [E%E IP #iht: ; PPPOE 5t © PPTP BRTisar DR B IIRE R -

FCE : BhEE ARiE 1o ol v] DU A\ IS B AR IRREAY B B AR A - SR ARV EIRRE S E B 275 DU TR > Al
BEERC & ISP A Y SIRRE SR INGEE R -

A P frit -
BB 2 A BRATR T, » LT3 B DHCP PRI BIHLE 1P B % B A0S
#ER: DHCP Fi Pk AR S e - 25 O B SRR 72t - SRR 12 5 L R 42
R -
FEEIBIENS IP 55t - (ATLLEFR G DNS A 1P ikl » A)8IL BT A 2RI DNS fRIHES 1P fr
HE -

S :Iwmz

RRANSERNTE | BHS Ir it ERESSIEH v

[] (AL FRIDNS BB IPRH):
DNS HES 1:
DNS SE&= 2:

=[E

fEFILUTEY DNS falfRas 1P Airhk : B EEHY DNS {alfiras IP fizk: -
DNS fElfkzs Hiii AJTHY ISP A2 (tHVENREDIRE BB m AR iR 25 1P fikl - S/HEA
—4 B AE A -

BLEE L S HERR B E AN A P BB LG E W E S B BB BUN B &8 BRI A prehr s
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RENESH > HRELANERERENE AT &R -
E]5E 1P firfik 4R -

ERE |SP A REEEE ERY 1P HHEAA R0 1 1P 502 8 {E IP 55) » St = #4g - 5 ISP Fris s
Y 1P BRI 2 BEEU T /M AR CE 280 -

R
RRANISRATE [ I5F U it EREEXHNSLER) [v]
IP#3k- 220 | 130 | |188 2 |
TR 255 | (255 | |255 | (240
FEEME: 220 | (130 | (188 | |33
DNS ®HE&=: 1:/168 | 95 | 1 N
DNSHEZ 20 0 0 |0

2

IP ik - iy AJTHY ISP Bz sy n] (5 A ENE 1P firkkryH g —(E -
THERRIEE iy ASTHY ISP FTiZ g Ay n] (8 FHEE 1P fiLhby5-ARs s - 40

I 8 & E IP Mgk © 255.255.255.248
2 16 {E [E E 1P #ht - 255.255.255.240

FHEHIE i ASGHY |SP Az iy Al i FHENE 1P Az akAEREERTE - 5 S H] ADSL HYES -
— AR ENE ADSL BfH% (ATU-R) HY IP fizfik
DNS felfikss i A\ SEXHY ISP ki E B4R AT (IR 2 1P Stk » e/ DIEA—4H 2 v 4 -

BLEE LT S HERR B e AN A P2 @i B LG E N E S B BB BUN I &5 PRl A pr i
RENESE > HRELANEREREE AT &R -

PPPOE #5745 :

LT By ADSL R SERE SR F (i I ADSL PPPOE) » S A ISP 4517 H{5 A & AR A A B AR B0 DARR Fh 25
22iy PPP Over Ethernet ®UG#H4R - EIETHY PC ZATCACAZ3EH ISP firéa 7Y PPPOE BE5REESHTEE » 55
HFHAEER - A FE E I L (5 4
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EFZ= -

G
I EETER

PRIFELR

BLEE I S TR I & (R A P B S B MG WA 25 BB S RO R & A PRI A Fr gheyEea

T T] :I\'Mm

BRI R SE <[ FPPoE S (EAASLEER) v

ERERE:
e
C B&ES SEEBNE.
© giEE - pgazsEm 0 B

ZE

i AJCHY ISP A% 3 HE F & At

iy ASEHY ISP A% S 1y 3 -

FEIDRERE SR LAY PPPOE BEREHIURAESY(E ] B BN ThRE - B (E MG 2
A AR - VPN FKGis & BEhmEREEHY ISP B By - E4Em—
PRy I B ARG A - AU Z S B ENEAR - ST DLE 178 AT R YRR
HX E BYEER AR > BREE R 5 4 -

FEIRERESRR S PPPOE (R ISR REAIET G H BN B - T DIBTaE &
HTEEREAIE ] - THE(E R 30 FD -

RENEZE - W ELHN R REENEZ RIS A%

PPTP #5743 ¢

HEIE B PPTP (Point to Point Tunneling Protocol) sHES&I{E A » A ISP 45 TR A & m4p 2 fg Bl

(A}

DApg s ARy PPTP ®UiG AR
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R [
RRER S mATE [ FPTP BE  GEFADSLIBEEPPTE) I3
IPIQj]::-éZD |130 _1887_742 ' 7
FiMPESR- 255 | |255 | |255 | |240
FEME: 220 | (130 | 188 | (33
ERERE:
2E:
O m& S SEEBEE
© gREE gasm 0 B.

SE[E]

IP ik - i ASEHY ISP ATz gy ml (L A EE 1P firkkAyH e —(E -

FHERREE - iy ASEGHY ISP A% sy AT (s A EE 1P Ar ke v AEiRs I -

BREREE iy ASGHY |SP ATz &y AT (s FHEE 1P (rHERYEBRERRE - 2 A ADSL
HEE > —RERACEE ATU-R AY IP firdk -

EFZR - i AJCHY ISP A% 3 HfE A & At

G iy ASZHY ISP BTZ 32 HYE RS -

I EETR BEIORERESR R PPTP e AR aES0(H F HENEIRThRE - B AE 2R

EHEFRREF > VPN K & H BB ISP B BN - BRI
IF I B A PR - RIS E H 3R - fE Gty B BhEaR i AT R
5 73§ - ST DAE T AFTR Y B BBk AR TR

PRIFELR BETIRERESTRIHY PPTP S AR RSB R H B EEHS » 1 H ] LB TRE &
HTEEREAIERE] - THE(E R 30 FD -

BLEE I S TR I & (R A P B EH EMGOE WA 25 BB S RO R &R PRI A Fr gheyiEea
RENEZH - W ELHN R REENEZ RIS G -

EIIREEE

PSRN 1P EASHLR AR 1P TR A PSR IP(IN 192.168.1X)F » 285 T LI
THEEBFAREM - ST RE D - SRS S ARG BT R A
[ 1P 35 B R4 IP (YRTTBLERS 148 -

B TR A - AR B R S A Rt R T DL i -
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R
RRBEEEBBTF - Transparent bridee (BRMEERL)  |v|
IP3yk: 220 | |130 | 188 | 42
FiAMESR- 255 | (255 | 255 | (240
FEME: (220 | 130 | 188 | 33

DNS |E&J 1:165 | 95 | |1 | 1

DNS @EZ2:0 0 | 0o | |0
APy 1:0 |0 0 |0 |to[0
AZEIPEy2:0 0 | 0 |0 |0
AZIPEH 3:0 0 |0 0 |tpO
AIEIPEy4:0 0 0 |0 |to[0
AEIPEE S50 0 0 |0 |tp0

(]

|P 4k B ASGHY ISP Frfz 2y m] {5 FEE 1P A7 ikay g —(# -

TR EE ¢ B ASEHY ISP Frfz 20yl 8 & E 1P (ribkfyFHdpg i Eg - 4 -
255.255.255.240

THERE ¢ B ASGHY ISP Frfz s AT (E FHIEE 1P A7 kAR R =M
ADSL HJ5E » —fEsiisKE 2 ATU-R |Y IP fizdk: -

DNS falfRes * iy A\ SERHY ISP i B4 f A (IR 25 1P Ml S/ VA —40 - &%
ATHL 4 o

&R IP firdk : i ASGHY ISP Frfz 2 aya] (E FEE IP #E - %52 Y ISP 7346 i
AR IP ArhksE - S DL AR A ED 1P sk 1" PAR“ A ED 1P
firsik 27 -

BLEE I o TR I & (R A PTG E WA 28 BRI HUH R &S PRI A FrgheyEeg
RENEZH - W ELHN R REENEZ RIS G -

B&H NAT JBEHER

B HIARES AR T U (E A A4 1P i B ZA (5 A S e XA B i 2 4% - R TRE W] LAGR T R A e v
Eﬁﬁi?%z_f RIS FT R A FHEY A 1P 2K IEH B4 Herae BALA 1P AYERHE—BE AT DA&E T NAT J5 3K IEH £
4 -

B IEEOE S ey - B G U R ARt NAT R & - BB W] DA s sy -

30



()

your future life

Gigabit VPN [5% &

S :['fmtz—
EREEEERETE - ﬁ%m»ma #Eit i
xmmmao o |0
F@AMER 255 255 | 255 |
ERATERMEE 0
DNSHRE&H(X=E)0
DNSHEZH(XE) 0

AR R0
k4 ( Public) 1P @1 0
ki ( Public) IP# 3 W@2: 0

to 0

to 0

oo o o o o
oo o o o o
oo o o o o o o

EREEHEEME2:0 0 |0 o
R4 ( Public) IPufE@1:0 |0 |0 |0 |50
R\ ( Public) IPufE@2:0 |0 0 | 0 |t/0

RSB EEME3. 0 0 0 |0
Jm#&k4#A ( Public) IP#n#E@1:0 |0 |0 0 |0
Jm#A ( Public) IPSn@2:0 |0 |0 | 0 |t/0

(]

RSRABES IP Hrh B0 A ISP FTERAES B IBARTRAE IP firh -

FARRSIEE : #7 A ISP FTARHLB R MR IIRS H IP (LB T-4BRGEE » 40 ¢
255.255.255.240

R TR - B0 ALY ISP R ELER R ARG 1 IP (rkAOBREEAT

DNS fEIfRES : B A ISP FTARAERT A REART (RS P bt - B VB4 - e
AT -

RS SRR P TR B A ISP FTRA #0TAT ( F A 1P IR o — (B 1P Mk 257
S -

R4 |P ot - B A ISP FTRY S0 AT L IP 0 - 5 A0 ISP 5y 44 i

AEREEHY 1P (kb FEE > Q] PRI A R 1P ALk #eE 17U S
I P firhk#GIE 27 -

EEITHY ISP 4GS A [F] T 4B 1P {irkk#iE - m DUEAH A
F” e Sgiieed EH TR A" AR [igidfd P iz kel -

BLEEH S TR HI & (R A P B S B LG E WA 28 BB S U R €A TR A Fri gheyiEen
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EANBTZE - RN R R E Z AT A AR -

JFEEE(DMZ) :

HR RS IR E RS » TTRE G FREMEE LAY DMZ FEEBE R SR KB RO I MBS E ks - 40
WWW 4 H 5]z 258 Mail 35 B (a5 - VPN 7Kt S8 1rAy DMZ FURIPEE H A 674 P i
HEAY(EIRES - It DMZ SR 21 4EEs BmIs i (7 HUE S Ma] fias A = 0 st -

FEREELAYSE |- > WANS Bil DMZ i (U2 B AH UG » S5R] DURHE SR 7R A () WANS B2 174 DMZ
BT

R B IE S R WANS B3 TEDMZ
O DMZRE
St IPf | HE
DMZ 0.0.0.0 bitoce

=2

IP 3k : HETRMTRASE T DMZ IRAY IP Mk eEE] -

ACE  BREGREE 18 o] DU A DMZ HUERBEHE « s52 5 DL FRVSCERRHA -

It DMZ #Js% E 1] 73 & Subnet ~ Range ~ DR BEEEH NAT JRSBE/SH4E 1P FI4EE: —fE -
Subnet -

DMZ B EIsi s WAN ZE/EA [E]HY 4% Subnet i -

B ISP UEAMETAA T 16 [H4E IP 41 ¢ 220.243.230.1-16/F-44R4 3 1 255.255.255.240 [ » A /EE
It 16 {H 1P FELIRAHSEET 220.243.230.1-8 [ T-4EH4 i E @ 255.255.255.248 & 5—4H 220.243.230.9-16/ 74814
#EEE 1 255.255.255.248 » AL H B K HEEAEE—4H » PSS —4HEEE DMZ -

St : |DMZ

OF =1 O WE (DMZSRFER iy ARl 7KK =E) O DMZREHEEBENATESEX ERAPEAR

DMZIPfE: 0 0 o o

yRgeE=z: 0 F [

S2E
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DMZ IP Hitt: HINLE DMZ i ) 1P A k.
FMHERD: I NAE DMZ it L1 1P T IR
Range -

DMZ BRI EES WAN IP HiE{ERHEIRY T-48E Subnet -

St :lDHZ
O ik @ WE (DNZRHFHERPLARTFHERET) O DMZRESRNATRSEXRRAIPEMAR

EOfE: IWANI vI
PrdwE: 20 [0 |88 [ g

2[E]

FrH #E1E DMZ ZEA0E—{E WAN 1Y IP izt AFAH [E Y+ 4P 85 -
IP Sl &5 - i AAE DMZ 3847 1P #3[E -

DMZ L& H NAT )i SR/ 548 \P JT748EE &

DMZ B NAT JEEEHY a4 1P shbEAEAR[EIHY 548 Subnet -
S : [onz

O 7@ O W@ OVMZRBHEARPHHARFHARES) © DMZREGENATRSEXRRAIPEER
#m | [v]

ERSEHEEME1-0 0 0 |0

B4 (Public) IP#g®@|0 0 |0 | 0 |t0
EREEmEZEE2- 0 o |0 |0

R (Public) IPBx®@®0 | 0 |0 | 0 |0
EERAkHERME3: 0 0 0 |0

J=#R#@ (Public) IP#y®®m0 | 0 | 0 | 0 0

(e

JErsidE RS TR R i AR RS HH NAT SR SR FTa e R e s rs Fh s i -
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JEER4E P HhhE i iy ASEHY ISP Bz sy m] (A ENE 1P G AN E R DMZ s
sty 1P #HafE] -
EIEIGHY ISP 4GB [F] T 4B 1P {irhkiE - Am DU A At
HY” eIt EH TR A" LA gl P iz bk gelE]” -

BLEZH o TSR EI S (FREM A P E IR E MG E A 28 BB BN B e FR R A A SR L
RENBESE > R LHEN R A E RS AR -
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6.2 % WAN &5
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T mimenews B mzenEns

12.1.1. HAETETAER VPN REEUR

It VPN JREERT DLBE R HEi AR VPN HEMWHEEFIRE @& fTANEER
(PPTP/IPSec+QnoKey -~EiIPSec VPN [¥iEs)) »#ES 8K GroupVPN-VPN BHALREES & E

SR T ISR AT LU R A DL PR E AT VPN 485 - S S
£ VPN s

WAN1 IP: 61.222.81.69 WANZ IP: 0.0.0.0 WAN3 IF: 0.0.0.0
WAN4 IP: 0.0.0.0

" " Stat Phase 2 Local Remote Remote
o | ok it Enc/Auth{Grp Groqp | Group | Gateway
. 20.20.20.0 10.10.10.0
1 test Disabled DES/MDS/1 55 55 955 0 555 255 255 61.222.81.67
walting for 20.20.20.0 30.30.30.0
2 testixts connaction BES/RES{L 255. 255. 255. 0 255, 255. 255. 0 1gbeiisetst
EGHTEEIE

VPN [ H gifreeEE~ (Tunnel Status) :

LURgh#t " VPN BREIRRE" VPN [ H AliRRERUR e Befifas -
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O VPN EREIKER
[ imsacEsm [ mamimes
izl =] r1E sEET Tz
No. IEF B Encr‘;{‘gﬁhm“ *ERE | aabd EmME | EREY | ES
| o | O occapy | LS00 101000 15010035 ] s

| Fie—feE |

E—H/T—H - Bzl A D% T E—HE T — H P E R ERY VPN REEE b 5
_/ H-FHEWHY SO DEPEEEREG - RERRTE O KEETHIATE VPN RETREE -

it A (351020 All)
Tunnel No. BEE VPN PKHEATE > VPN THAERS - 5 s e R Gt
haE: R RAE T

BT~ (Connected )

&

WS4 FfEfEMT 2 - (Hostname Resolution Failed)

B

&S (Resolving Hostname)
H5EsR- (Waiting for Connection) ZE&:H
e P EETE-Manual 3E IPSec 5 » Al iRRe e SR8
-Manual 3%7E 818 A IR Eha% E D as iR R =

e = 4 ElAiss VPN BRiE #2458 - 40 XXX Office » @i g2 A —E -
HIRRESEGE » BSRHE—(ERR B SRR AR E - DIRIEE

R BB E RS R EE R A VPN S5 (I VPN K )
RF » 7 — EL B (AR AE L 7 4 0 T B 47 Ry A [ e B - e
A EIEF LR FE R

Phase2 8RN (DES/3DES) LU Saag (MDS/SHAL) LUK BE4H Group
Encrypt/Auth/Group (1/2/5)%5EF=
HEEEETFE(Manual )5 E IPSec iVEE » M ILRA &8 Phase 2
DH 40
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A HEEEAH
EEREAH:

IENERTE

HPEZEH

[

PRI E AR ~
PRIFIE AT

FE4H VPN REERUR:

I R R A Sy VPN AR 2 2 B E
It R B Y VPN AR 2 B EE

I Ry e Ay A Bl VPN S aRny IP firhl 555 Ry imiy VPN [
SKHEHY MG A TP (L hE BSR4

AT N R R R SRR IR E A IRAE o IEKAS SR SR LR
£ fERHEAEIL N RUR B o (n] DURE" BT "% 8 T VPN iz

0T A 2 R (Edit) U i s

EdE T iR (Edit) %28 REERRIRUEREHE T S LUE
R - e TaEE sl pra e
UEA=EalES

RILBIRER %/ DR E T SRR R A 2/ D R B B s e

SRR S E R VPN 5 (GroupVPNs) - IEREERHI G EEH VPN AREE -

© VPN BrHIBREIRE

[} ] Phase2 ey
HAAH B Encryptiuth/DH F A wwmAPF HE% HREN @ EE
192.168.250.0 - )
TESTOOZ 1] DESMDaM 955 955 955 ) it 00 00, GO iy Detail List [id Edit m
B4 H Al E 4% GroupVPNs i 813 41
LR A AR LA AR R VPNGroups [
Phase2 R RN (DES/3DES) LUK Biied (MD5/SHAL) PLE Ef4H Group
Encrypt/Auth/Group: (1/2/5)%3%EFK
HrelEEEFH (Manual)i% € IPSec 195k » AL R &8~ Phase 2 DH
B4
A EEAH IR B R A& BT EFAE VPN 4R 2 R FAHER E
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EREH P

P P it R R -

PR

fiE

e R BURIL R A iy VPN LR 2 e RRAH SOE

EiE T E &SR (Detail List) 7l > IR EZAREN > &
SREAHAATE o TP bk DL HAR I & A

A DA T R -Connect RERES HLRRERVIRAS » I G SR R & BRI
ARRE L

40 FBIFTT - SaE B A R (Edit) DR B T4 (Edit)
17 e ERRIRCERVHE E T MBS P ERE - EEE
s LR AsE I o R R R

116



ONO

your future life

Gigabit VPN [k &

12.1.2. #—f#k VPN BB
VPN 375 S S 355 o8 S o 2 ik i 30 P P i S e

VPN piE iz fy 2 & VPN K - o3 AlimiEsaeisagis Internet Fraipll - E05E Mg —FriziE
fEE - e EREES[F] VPN REY VPN FERRE S FimE VPN FEREE R i L -

FEE SR EE (Gateway to Gateway)

B RN BURE > B E PSS ] VPN BEE VPN BEAEE HE L

& © VPNEE DR
bl el

VTUE © VPN fiE

I Pim¥tigiE (Client to Gateway):

B TR BEL . g ERES [FIH Pin¥ VPN i sCE HiE b -

ERiE (THAER)
EEl hE

-

Tk - VPNEG @
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12.1.2.1. FEHREEEE

BEEse 2

BEAH: |

B0 |Efﬁﬁ1 vI

BEH: |

BTG > (EHE R DAERI & VPN KRS 2 fE 12 —f VPN i -

R EfEEE VPN PRk N2 VPN DhRER; » sF BRI EUE Y Tunnel R B4R 5k

RiERE: SCE SRR ARG - 40 XXX Office » BERECERA —(ELL EAYRERCERES -
?QM\H%E*TI%L%T%%‘K S N E] - DLRIRE
TR RETEE R R AL VPN S (FE VPN IKGHE)ES - A —LL

{%iﬁﬂilﬁt% B T R B e Ry [ 4 P B as: - IEERR A S IE R B

Bl o

VPN FriEifiab: SR DB —(E L B A ot VPN REEAY RS

RiAR: CJEERRIEETH - L VPN BRERHEL o IRIHE BTEECREUN > ERUEEKE 0

ARSI R S R R R
AR P EE4HAECE (Local Group Setup)

O FxBAFRMRE

FEMEZIER: [EERAP =]
P itk ([192 168 3 [133

FPETEH fr IR A |¥?ﬁﬂ§ ~]

IPfhk: [192 168 | a0 [0
FHBESE: [255  [255 | [255 | |0

IETE F A 36 5 53487 ( Local Security Gateway Type ).h/HER i i) i 5 43 487 ( Remote
Security Gateway Type)#f[q] -

At E B oA AHERTETS A A TR R H - il f:
&£ IP
IP + Domain Name(FQDN) Zz&
IP + E-mail (USER FQDN) iz
gifHe IP + Domain Name(FQDN)

h={1'4
od
=111
KO
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#ke IP + E-mail (USER FQDN) 37:%

IHETE H A AR 5 57887 ( Local Security Gateway Type )iJE il
HPHEImHIREE 5 048 ( Remote Security Gateway Type)tH[E]
(1) &M IP:

ERGEEER IP BRI - HAEEE AL IP Arak o] DIFEEUL R E
#R1% VPN [ K G WAN IP fizsik - e BB A LI B 254 - AR
A TRRINGE -

FIENESZRER: |EERT =]
P it |[192 68 [3 |33

(2) IP + Domain Name(FQDN) ¥:%:

o R TP+ a A AR ES - e A PR s AT DU, TP

firik#41% VPN 7K &Y WAN TP firhl - K B EhE A FEIE H 2248 1A
EABEALEITEINLE -

FQDN Zf5 EHAH DU A A R4S & - AR Internet F
AT DIERHHIE] > 41 vpn.server.com - [t IP firkl DUR 48 i w0 H B
iy VPN 22 B E R A [F A 0] DLUIEME R -

FEMEZEIHA: |IP+§EE%%{P‘QDH)@ ~|
P |[52 [68 B |13
RSEE: |

(3) IP + E-mail (USER FQDN) 73%:

5 e TP firhbhn B & FEEAAYES . HAEEEALL IP firik D
BT EALE T AFEULERE - 287% VPN [5KGREHY WAN IP fizsik - i
gHEPEAMIEE A BN RERETHINS

FEMEZDEA: [P+ EmalUer FODN) 5258 v
IPfgh: 192 68 |3 |133

E-mail: | i@ |

(4) #hHe IP + Domain Name(FQDN) 2¥z%:

e E FBIRE IP (irkk R VPN [5G - ] DU A e 17
VPN &) VPN FZEZOREL VPN [k E &y VPN E# 4RI VPN
975 K s 2 B 4 B s [ FEE b VPN B s A sEF R L A i 7
VPN - S A Skt fE R A -
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=BEMEZEEY: [BEr+ BEERELN 28
AEEE: |

(5) #h#E IP + E-mail (USER FQDN) 7:5:

e FHENRE TP firik#RE VPN [ KGR - An] DUBERE SR M 17
VPN > {EFE R0 A IP iz > &y VPN B ZRE VPN [k
THaTE Fs VPN LRI VPN GRS Ke & Bdalgssi ol e VPN [
&, SRS VPN - Ein A BT EEREEE E-Mail firEze
FEARAL BT

FEMBLBEA: [FEIF + E-mal(Jser FODN) 528 v

E-mail: || @|
A e A AHIEAY b o 35 A S Sy VPN B IR » DU 5618 BT 7 A 3t L s
SOERVHE - sEERIE EEE SR
IP firik
BEIE H By st VPN B EeR% - HAw AL IP (k64 s i m]

FEEFATIEA: [P -
P g [927 [igs [T

DL EHIERES Ry i e VPN BREHERZ - 12 192.168.1.0 #YtL IP iz
HEAYEERE AT AR -

TR
BRI H Ry featitt VPN BRIEEGR R - 5 T I ELAY A SR AT 1] DA

FEFHT R | T -I

P s [192 Jiee 1 [f
THIEES: [255 | [255 | [255 | |0

DL iV E 58 Ry & I VPN piEiEaR% - 75 192.168.1.0 > T4k
HEEE 5 255.255.255.0 HYSLAEEL B nT LB 2 s VPN AR -

IP firhf-aiE

BEIEE s el VPN BREE#aRs - oA AL IP #E A i 2
DLHAR -
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FEEahaEl: [PRIEE =]
IPirhEE: [192 68 1 0 g [254

PLERIREE S By vE L VPN [REE4R % - 7~ 192.168.1.0~254 113
IFE4EER Y TP (i bk EAY S A& o] LU#ELR -

=g EE4HECE (Remote Group Setup)

O S AFRMRE

HiaMEZIEY: [{EERAP =]
[TP 2k =

o ol e TR R |¥?ﬁﬂ§ ~]

Pttt || | | il
THRBESE: [255  [255 | [255 | |0

IHEIH H Ay E 5 73558 ( Remote Security Gateway Ty pe ) /R B iz i i 47 i AN el 18 B 7y J5AY
( Local Security Gateway Type)fH[E] -

BAEHY R B oy A BInHI BN - A A EREHETEE B E - Rl
f#H IP
IP + Domain Name(FQDN) &
IP + E-mail (USER FQDN) 2Zz5
#h5E IP + Domain Name(FQDN) 2z
&4 IP + E-mail (USER FQDN) 37:%
(1) {£H IP:
o EEE A TP AR - RAREIEE AL IP ikl o] I HUL BEE

BmMAZZEA: [EERAT =
[TF ik =i
ERERE R AIEERE A IP firk - AT LB B 2% DNS

Resolve 7k DNS ##ipk IP firdik o 3 HEEESERRIRE Summary
HyszE N B R A EY TP firdk -

A MEZDER: | [EERP =]
|IP by DNE Resmlved j |
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&t Al LLim i Multiple DNS Resolved #i# DNS ##g% IP firfk -
A HAESE e & £ Summary HYE g E N DR HAH S ERY IP i
fE:

e WA S5 R |I'§_1’-?EFF]IP =]
1.
2.
3|
1.

IIP b Multiple DIE Resolved ;l

(2) IP + Domain Name(FQDN) :¥z5:

IR TP+ i R Y Y EE - BB A TP (kUK S P Bass iy 4 s
it FQDN JZf5 FHe 44l DU A A4 i R SS & - (o FH 3 ) DA A— (2]
Fr& FQDN R4 A EET AT « b IP firsik AR Agta44 800 /0 B
VPN 2 il 8 35 AU [EI A 0] DLUERE R -

wmMEZREA: [P+ BEERFUIN 22 5|
[1P i S0 ]
FEEH: ||

R FE AN RE B 1P Akl > Jie] DUR S A 44 fRig DNS
Resolve i DNS ##py IP firhk o L4l 2fE /817 Internet |-
AILLE YR o W BAESRE SRR E Summary HYiElEREE N E )
BURHAHEER IP firkl

wmMEZDEL: [P BEEARFQN 22 v
|IP by DNE Reanlved j |

REEE: |

&t e] LLiE % Multiple DNS Resolved 7 DNS i##pk IP firdk -
W HAERE SERH&E Summary iYEInRE g~ A Er IP
firtik

smMaZIE: [T EEaRrwn 2 7]
1.

2.

3.

4|

fAEaE: |

IF by Multiple DA REesoleed d

(3) IP + E-mail(USER FQDN) z7:&:
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B TP A abin B3 TSR RYES - R REEE AL IP fizsk Ll
KT E L E A] LI U g A
FemMEZBER: [P+ EmailTser FODN 52 =]

s ] -

E-mail: || @|
FEHEAEZERE FY IP frhl > AU DUE B4k fgiEia DNS
Resolve 7% DNS ##5k IP irhik - 1 HAE 5% E 52 R 4 Summary #Y
Al E N SN S ERY IP fizdk

T MAZE R |IP + Email Tser FODN) 5828 |7
IIP by DN Resolved j I

E-mail: | @l
=t Al LLAz# Multiple DNS Resolved i< DNS 5k IP firdl: -
W HAEEE SER A Summary 1Yzl 8 T w e g IP
firdik -

ARMEZTER |+ Bl U FQDN 28 7]
dl
2
1.
4]

TP b Multiple DN3 Resolved j

E-mail: || al
(4) #hee IP + Domain Name(FQDN) 37:%:
ERHE B 1P (AL VPN KSR » (o LU BIAE IP (it
ILE 3 A LA B I TR £ -

FmMEZDEY: [BEF + AEABEDN 28 x|
FEEE: |

(5) #h#se IP + E-mail (USER FQDN) 7z5:

EE I FHENRE 1P fir ik VPN [ KRG > (e DUBEFSE A e
VPN & gy VPN FEZREBI VPN [ KRS Fs VPN #i48EE > VPN
Pk KreBaaERss G al E VPN BRiEss; 550 A B T80
F E-Mail fir BZer& i -

FaaNEZ A [FREIF + E-mel(Jeer FODN) 5628 + |
E-mail: || @l

YL L EAR I Ry i il VPN R RUEA > DU 2% (MR8 R B i s e Y
HH - BEERREEE 28
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IPSec Setup

(1) IP firk
BEIR H By ot VPN BREESRE - A ALL IP ik A i 2 ps
AT DUBAR o

b = 2:iExa g F. Ll B ES -
P 52 [ies 2 i

DL ERyEoE S Ry E )L VPN BRiEEER1% - it 192.168.2.1 Hyit IP
fir k- #E AV B o] LU R -

(2) 74k

BRI H R fuatitt VPN BRIEESR% - &6 T By At B A o

EmEaThEy: [TEE -
P 192 e 2 o
THIEES: |[255 | 255 | [255 | |0

DL RV E S5 Ry & I VPN pE e % - 7 192.168.2.0 > T4
PEIEEE fy 255.255.255.0 HYILAEEL EEHE o] DLEL 2 VPN g

(3)IP firhi-&EE

BETE B Ry It VPN BRiEiEais - HAaH AL IP A HE#E 0 A
EEHE T DL E AR

waRE AT [PRIHE
Pl gmE: (192 68 2 L @254

DL EHIERES Ry L VPN BRE g% - 145 192.168.2.1
192.168.2.254 11y IP fir - #aERYERES A DLUHER o

EEEMTIIEHIEERTES - FERI(E VPN BRERTINE R A E AT DURFEERR A R - 07 okt
DI_EEERERY IPSec &g - AT B IIEZ# “key” - VPN FKGEREE 7 BUT “fENEE A Key
Management > 3l EFE(Manual) DK IKE BEinsiER - IKE with Preshared Key (automatic) -
AT DU 8 T DIRE R BRI E A hn e =40 FE AR -
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O IPSec5F

EEEARSE Ii?EFHIKEtEEE "I

RiEr1 DHIRSEEFA: (#9481 |+
BEER1 mEFEE: || DE?
BEER1 EJFFBE: | |MDS =
REEr 1 SAH Smrhal: | [26800
T2 MEEER(PFS)
REEE2 DHIRSEEFA: ||FHEl =
REE2 mEFEZE: || DE?
Rz Z2BFEL:
REE2 SAR Srmia:
HH

]

L

<

d

4

5=

S| &
4

2

L

EoRE R

I BRI T Fy i R E It VPN [ 50 A (T e s i =X DA R B Ui - VHEEE — 4TIl - WeE Rt
SRR AT AT S A, 3UERY 7 =0A B8 Auto (IKE)E0EF8) Manual 5%E —ff REER
TR T —fd e e 7 =T AT

O IPSecR5F

TIWEIPREE | |[(ERIKERSE -
BEET1 DHERSEEFA: |[3$81 =
BB e EEk: [DE
RiE1 EF B
REER1 SASmeRal: | [28800
TEMFAERPFS)
BEET2 DHIRSEEEA: (3581 =
REE2 mEsEEk: [DES
B2 2EEmEk: [MDS =
REE2 SA BmEE: | |600

HHE:

T

ﬂj]]

2

2

IR

L

{2/ IKE ffe:
738 IKE A S ey Al Blbast mim ey (E 2 - 5 5¢ 2 HR %4 PFS(Perfect Forward Secrecy)
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Rt - A& —FE ey IKE st iBiR i A= Ve —fu L E g ot — P s Bilasg - & PFS Bt - &8
brute force A H#ITVEZE (hacker) SE{E IR - 155158 a5 -

st e lHm ##(Perfect Forward Secrecy) : %545k PFS BEIRZ)#E% - 505555yl VPN sz VPN
Client 752 PFS ThEEBHRL -

PEEL 1/P&E: 2 DH fifefieal © PRtbBE i ] DUEEREER ] Diffie-Hellman B£4H75=0: Groupl =2
Group2/Group5s -

PEEE 1/PBES 2 B sEEA © ILN& SRR E st e It VPN BB (E F i si=t - Wak F B B IS Euh
JHELENGHY N S [E : DES: 64-firye e Ntz - 3DES: 128-firtiti# = - AES: L2 t5ETEN
TERIIEAE » BEZ8F 128 iz ~ 192 firfl 256 firiy &L -

P B 1/FSEL 2 SRaEBR0E © MhERas BEvEat E e e It VPN R i A ol fE g =X - WEF ¥ B B 28w
SRR SRR i S HUH ) " MD 5 "5 SHAL” -

PEE: 1 SA ARUGR © R ACHAB IS YA SRR - 4 HR{E s 28800 #0(8 /NEF) » Rt AREFENHY VPN
LR ARG H BRI R - BB AR A A SR A RS DA R 4

PEES: 2 SA AR © Ry IEATHURS YA R ] 4 THRR(E s 3600 F0(1 /NEF) » R IEA IR A Y VPN
LR ARG H B R - BB AR A A SR AR RS DA O 4

S 7Y Auto (IKE) #ErEdh » @Al A —4HsCEstse “Pre-shared Key” #yfiffizf - fEEAYER R
SE By test » R Ll A B TTE0R SR SR » 1 0RE & B SRR e AR BT B S I AR
E B VPN [ 78 R A5 AR B B B o i ML B e B S B A A & i i v A AL 30 (BSR4l & -

Manual-Fg577: (RKHEE)
O IPSec¥

ERER RS Ifﬁﬁhm)\ -]

Incoming SPI:
Outgoing SPL:
mEEEL: | |DEE =
EFFEEE: |MD> =
=T
2T

118371

HEERET I Manual /5% - IHREHEE ENNE &9 - IS A RO R -

MR R # s  Encryption KEY” DL Bgs6 % Authentication KEY” & » 0] Dl A BT sE S0
HYSCHATETS 280 S B BRI ARYEAL T BRSO AR HA RS E B R VPN [ 4 T RER Y S e s
Baa bl R T e SRS IS A = AT 23 (A

HYMEF T E Incoming SPI"AZ T 2 UK "Outgoing SPI” s g » L S/ Biligiis VPN S
HEPERHAE(E]; Y Y Incoming SPT 5E 28 LA EE YT VPN 5%ffHy Outgoing SPI SEAHEF &

126



(D)

your future life

Gigabit VPN [5X &

A2ty Outgoing SPI S%E & » Wi HEATE &Y VPN 31y Incoming SPI 5% 4 [E 6 |

e - A ke A IKE fE M
O HEPSERE

Adoressive Mode

{EFAIP HeadeB4EIR:E

{FHFELR

AH FEEREE (MDS =
REFMetBIOSEEE AR

TLETETREBIE EEFHNAT
ETiR{EEIThE(DPD) =R IT HAETTIEE

a0 aonnn

1F VPN [FkoisayEfEsS e 8 5 o - 43R/ Main DL Aggressive (B ) 22 > Main mode /2 VPN [f5
Kty FHES VPN (RS - 1 HLEBLA S 8y oAt VPN S5t (s A e 5 =0 R AHE] -
PreEfEz (Aggressive Mode) 1 K% Ryt Uae hiR A - 20 FEHRE IP R - 2Ry T hise e Ptk
il
{F IP Header BR4afE @ 45 BERE 0 TH H 228 - AIEREEYY VPN BxiEH VPN [0 8% 1P SRIFP ARV R4S
(IP Payload compression Protocol) -

Freprfr sy « AR IA H 2y AIEEY VPN B tha R @ Iriritb bk VPN BB & il - I 2 Ry
O\ F N ET R SRR R R - BOR MRS E IP ik iEimE A
AH FeZEEE ¢ AH (Authentication Header) BB #RBEEM A& » A[#E#E MD5/DSHA-1 -
JoEt NetBIOS [EikErimis « BRI H 2y - AR VPN 8T & NetBIOS EfEE i
HENPR R SRR ) o (B HEAE AL VPN BER R &SR |
FOETETSR R 2R NAT & o3 VPN e LLZRE AR pE E 2R A 789 NAT )
AR EUHITIEE(DPD) « F5EE It IE H 2y 28 » RIERERY VPN %8 & e IR &% HELLO/ACK FE EHEL 2k (=M
e VPN BRERY R A HAHFAE o EA —UnEraR Al VPN TKGEE BBl - MG B Im s - (EHE
A] DA — 2K DPD SRS BRG] - THEE R 10 70
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12.1.2.2. HPimEREnSE
LT EERR A - B E A S5t n] DIFE A FimEd VPN [ kGRS 2 fid T —{r VPN fziE

M F R LUERRE —fk VPN [BE(EH Pie A (@& A A (Tunnel ) siE 2 H—# & F A
(Group VPN) - i —##& P AL AR ] LA E R EOE Bin & 5 > Afsey —RigaE it —HE s
AT > DAERA SO R AYIROE -

(1) feEpgiEtE=t (Tunnel) AYfEL:

© EEEs O vPNEHAES

EEsse 2

BEaE: |

EOhE: Iﬁiﬁﬁl vI

BEH: | F

BRI LR B IEE VPN K E A > VPN THEERF - 3 BB BEL 2y Tunnel
BRI

SCE LR IE R - 4 XXX Office » iBRCE 2 A — (B DL BV ERE
By 278 HYEE - B E—ERE A A > PLRIRs

SR MERE R R R R LM VPN Bty - AR
JE Pt IE %fﬁ%@i#’“ﬂﬁﬁ%ﬁﬂ%*ﬁiﬁ@ﬁﬁ BER%E A g NEF 2 4 B
B! e
VPN FriEfizk: Jam] PSR RO — (8l i B BB I VPN [y EfiRG

RiCHA: CJBERNA BRI L VPN BRAERERL o IR E R TR AR TE 5B
‘A BRSO RHBESCE
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At FEE4ERCE (Local Group Setup)

BETE H AR 5 73R Local Security Gateway Type ). /R Bl B2 igtli 1 iE 5 710
( Remote Security Gateway Type)#f[E] -

FHFEEE A 0 AEREFEEEN o A SRR E S - R R
&M IP

IP + Domain Name(FQDN) 3%
IP + E-mail (USER FQDN) 7%

o

#hEE IP + Domain Name(FQDN) 7%
#%E IP + E-mail(USER FQDN) 23

[FEIE H YA R 38 523880 ( Local Security Gateway Type )03 /E
B PER AR E 5 EA ( Remote Security Gateway Type)fH
EE

(1) {£H IP:

EGEEE N IPBAIEE - HAEEE AL IP Akl o] DI EU R
> A& VPN K& WAN IP (irsik - & EEE AL H 2244
W A TR TEI N

FIENESZR SR |EERLF =]
P ([192° 687 B Ji33

(2) IP + Domain Name(FQDN) &

114
r?ﬂ
rmk

EEEE TP+ AT RYEE - B AT B A A TE DL R
IP firsibZi1% VPN [k if&HT WAN IP ﬁziﬂ: R HEE ASLTEE 22
T AR TR E - FQDN 245 T4 DL R i 4
s s N EEFEER Internet AT LLEHAYF - A
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(e 1 35 SR A [ A A] DAIE RS -
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FEMEZZHA |IP+§E#$%H(T~QDH}% =]
IP {id: |192 _|168 _|3 _|133
AL A ||

(3) IP + E-mail(USER FQDN) #7:&:

R IP (kN BT E A YRS - A EEE AL IP firkk
DUR BT B O E v AP IR - 281% VPN IKGERY WAN TP
firtk - & EBEABLHEH 28N - AR BEAEETHINE -

HEMEZREN: [+ E-medl(Jeer FODN) 5028 =]
P g ([192° [68 3 133

E-mail: || @|

(4) #he IP + Domain Name(FQDN) 37:%:

EIE N HERE 1P fizhbEiE VPN [KGIER - fA0n] DUSE SR
fEVPN - EiEmHY VPN BEZOREL VPN [5KGE(E Fs VPN iR
Rg> VPN BKifE & Basasaaaln ml et VPN [Rigiiay, 5
AR ERE VPN - Sh i A dgiskta iRl a] -

FEMEZD RN [BEF + AEEBFDN 28 7]
A AR |

(5) ##E IP + E-mail (USER FQDN) #235:

e FIERR 1P firhkEE VPN [KGIER » ] DUss A i
P2 VPN > fEFIEA g A TP izt - &Y VPN RZEZKEL VPN
K& (E By VPN iR VPN [5G i & haiabasa il bl Ert VPN
Brag ey, MR AEBE VPN > 5 AR T B R RREE 2
E-Mail {ir Bz &Mz -fEla] -

FENEZ BN, [FIEIT + E-mel(User FODN) 5228 v
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A2 e HER I Ry i€ Attt gk VPN LZ%Y?HY*EM » DU 2% {18 BRI A 1k 0
e ERVRHE - RS SR
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(1)IP firkt
BETA H Ry feaTit VPN [RigiEeRts - HAH AL IP Az kYA i B A
ATLUEER -

FEFEH TSR | |1P (it -
P g 927 [igg | [T

DL EHIERES S Ry E L VPN BRE AR > 1° 192.168.1.0 Hytt IP
fir bk A BRI AT DUHER -

(2) 748k
BEIA H R Suatitt VPN BRIEESR % - & — 5 T LA Ry At R R AR =

AT T A | T v

Pt [192 ) 68 LD
FHRRES: [255 | [255 | [255 | [0

DLV E S8 Ry & I VPN BiEiEaRiz > A 192.168.1.0 144
PEIEEE Fy 255.255.255.0 AYSLAEEL EEAS v DAL s VPN g -
(3)IP firkl#uE

BETE H Ry /It VPN [RiEEass - HA AL TP FEE0 A b EE A
A DUE4R -

FEFaFhas: [PRILEE ]
PR (192 162 10 g [25e

DL EHIERES Ry E L VPN R LR % - 7 192.168.1.0~254 1y
IEE4EEZHY TP (i bl#6 A EE A o] DUHAR -
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g EEANCE (Remote Group Setup)

O =4k AR E

wRmMEZREN: [EERT =]
[TF iTiE =l 1 |

I8 B 0y iEnR RE 5 5% ( Remote Security Gateway Type) W /BBl B st i A Hh R
HE54EAI( Local Security Gateway Type)fH[E -

eS| b R it IR E RS - A IR R H S - R
& IP

IP + Domain Name(FQDN) 75
IP + E-mail (USER FQDN) 3z&
FjfE IP + Domain Name(FQDN) 37

(1) {#£H IP:
I E A IP MEAYATEE - HA EEE AL IP firak ] AR fE 2 -

i NESZR AR |{EERLF =]
[P 2 o

e AEANAEBERE PR IP frht - RIw] DUAE 38 4 i 4 1 ik
DNS Resolve 7k DNS #pl IP firsik o M7 HAE 3 E 58 R T
Summary HyiEnGRE T mE~ A ER IP izt -

BEaRMEZRIA | [1EEME =]
|IP b DNE Eesolved j |

syt D@ Multiple DNS Resolved 7§ DNS ##sk IP fir
Hk o W B AERESERRIE Summary FYisElERezE T s HAH S E
7y IP firdik: -
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ERMEZRER. [EEAT =
1.}
2]
3.
4|

IF bor Multiple DNE Eesolved j

(2) IP + Domain Name(FQDN) 725

G TP+ RS - S8 A TP (kDU SERTERag A
igA4fE FQDN 245 EHAME DU IS A il RISE & > (B A& ] DA
—{El77 & FQDN Fyisi2 R a] - [t IP firsik DUR 48k 44 00 /R i
Uiigfty VPN 27 =] A8 5 e S AH R 4 m] DA R 32 o

HmMEZIE: 1P+ EEREEODN) 528 |

[FE g
g e ||

R AE AN ME RGN IP ik - RIRTLUSELE iR DNS
Resolve 5K DNS @5 IP firfik - pHAEEAHHFE Internet
RIS o A HAESE SERRIE Summary By EGRE T
E BN~ AR S ERY IP firdik -

mmpaZ2En: [P+ BRABCN 28 7|
|IP by DNE Fesolved j |

REEH: |

st el DlEdE Multiple DNS Resolved 7k DNS ##pk IP fir
bk - W HAESE SRR IRAE Summary YR E [ U~ A S TE
iy IP firik o

wmMEZREN: [T+ RAEERILN &g 7]

1.
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(3) IP + E-mail (USER FQDN) 525

R TP (irhbhn B aE T E AIAYES » A EEE AL IP ikt Bl
KB E AL B A A AU R A

T MESEE A |IP + E-mail oer FODN) 3255 =]
= A

E-mail: | @|

FEEAERNMERGE PN IP Akl > BIET DLUZE 8 48 4 f i
DNS Resolve 7 DNS ##pk IP firht o if HAER ESERIRTE
Summary sl E T g~ A ER IP il -

e MEE R A |1P + Emailler FQDN) 5288 =]
|IP by DNE Fesolved =] |

E-mail: || @|

el LUE#E Multiple DNS Resolved 7 DNS ##pk IP fir
bk o W HAERE SRR Summary HYEgERE T s A TE
1y IP firt -

sapazeEn [T EndUerfbh 22 =]
1

IP by Multiple DNE Resolved LI £ I
3.

|
E-mail: | @|

(4) #hge IP + Domain Name(FQDN) 37s%:

e HENRS TP firhkEEE VPN XGRS - ST DUSESEBIRE IP i
HEN_E A DU I A TR S S

FmMEZREY: [FEF+ EEREUN = 7
FEEE: |

(5) #&E IP + E-mail (USER FQDN)

ﬁlll‘

yj—_‘:
IINEISA

EIE I EHIERR 1P firhksE VPN [D5GRER > A] DU A
#2 VPN > & 72wy VPN B E0REL VPN K Ry VPN AR -
VPN Bikifs i haiaiaaai ot VPN BEEER; 5 AR 1E
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tagaas] E-Mail frEz=rafiard -

MBS EA: [FEIF + E-mail(User FODN) 3228 =

E-mail: || @|

IPSec Setup

O IPSec[5E

ERER S | ERIKEfE v]

REEE 1 DHIRSETHE: |§¥§H1 vl

RS mEwmEs: [DES 5]
R ZRwEs: | [MDS 5
REEN1 SATSRmsRE: [25600 g
ZEMATMPFS)
RéER2 DHIRZETFA: [FFE1 =]
RS2 mEREE: [DEE 5]
REgx2 ZRWEE: [MD5 =]

ﬂ:-

REER2 SAHHnrfal: |36IZ|D

3R

| SEREE

e B IR AYES - FERIE VPN BREH 02 S 00 H B A 0T DU PR i WM E
AR D EEEAERY IPSec %4 > NILI B A InE s “key” - VPN FKGREfRAL T U ZEINEE
HER > R T8I (Manual ) DU IKE B#En&Es=- IKE with Preshared Key (automatic)41
e P e

TR E R

BEBETEEE Ry e It VPN [ 5 A 0 st U DU R Bt (1% - VR E —SHATHRA S - I
i LR S B BRI SRR S 2 B0 [F] e Y 7 =A HEh Auto (IKE) = T-8) Manual 5% E —
Tl > PAECERT B R T — R e T A BT
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O IPSecHE

EREERRSE |{EJ¥IIKE1}EE§ -]

REER 1 DHIZSETHIE: Iﬁ?ﬁﬁl vI

BEEE1 MEHREE: |DES -]

i1 ZRwBE: [MD5 =
REEH SAEBmTE: [5800 |gp
EEMATERPFS) MV

RégR2 DHIRZETFE: [Tl =]

RiEr2 mEHEE: |DES ~]

Rz 2R BE |MD5 ~]

BEEE2 SAHEriE: |35EIEI T

HHEMR:

| SEREE

4 IKE f5E:

i IKE EE SRR ERne it ainn % - Efss 2lHA %R PFS(Perfect Forward
Secrecy)BUf & » A5 —FEEHY IKE a2 i A 05 —H L E S foE — P hiwmsiless - & PFS
BiUMIt% - i brute force KA MEZ & (hacker) IEATE LRI - i —PIGEIE L5408 -

o sczlEFE R (Perfect Forward Secrecy) : 51Kt PFS BEIH L% » 5L o0 Ml VPN i
=62 VPN Client #1%# PFS TRERARL -

® [EEY 1/F&E: 2 DH fgakfa © iAot EeE n] LUSEEER ] Diffie-Hellman Ef4H77:: Groupl =z
Group2/Group5 -

o HEY 1/MEEL 2 MIESHEDE ¢ HAIEEEERE ARELL VPN B RRRAE R
B P 2 BN S NI 2 B ) : DES : 64~ fr T TE 548 + 3DES: 128-fir TE T ANt -
AES: FH72 % TEHE(TAIIARATBEE - 05 128 fir ~ 192 firfl 256 firiyait -

o ER 1/MSER 2 ENGLE | BRI E RIEL VPN R A TSR » R
L S ASUBI SR B S B - MDS "B SHAL” -

® [EE: 1 SA A - Rt TREEHIA RN » ZSTHERE Ry 28800 F0(8 /NEF) - FYELH 80
AT VPN 4R > 2408 HBIRRI AR - B B4 A S m s AR R 2 4 -

® [EE: 2 SAHRIRH « RILHRETBITH SR - Z4THR(E R 3600 Fh(1 /) » FRILA R
PIEY VPN 4R - 2408 H BRI AR ETR - BB EAMA S RS DI (R 2

o A ¢ it Auto (IKE) ZIAT - A A —dH s “Pre-shared Key” #yfifizd -
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FEFEATEEBIREE Ky test - fA0n] DAy ASS L TT BRSO HYSTHRETS - Z80R & B EhHY 0 A RTEL L
TCBGE SIS E Bk, VPN [ e B A SR s vl B Bt ) L BT e B2 S B S
i A 30 EECFHEE -

Manual-F# 53 CRARE)

O IPSecFE

TwEARE [Fes |
Incoming SPI: I—
Outgoing P [ |
mEREE: [DES 7]
2wk [MD5 5]

mETE: |
2T |

HEEERET IR Manual /Y55 - IR BHEE ENNE & - MIbam A RO AR -

® USRI ESR" Encryption KEY"LL kK Biid i Authentication KEY"f& » {ta] DA AB iz
TCBURSCFHIBTHRET » 2 S0RF G E BIA I A A E (i TE B0 SO ISR AT Bk VPN %
BRSO S A T BB b LB (L TU BRSO SR I i s T AL 23 (B4l

® SYMERFEIUE" Incoming SPI"fyscifs B3 LU Outgoing SPI” S tf - S A Bl il
VPN SR AR R R IE Y Incoming SPT 5 iE 28 S AAE 3T VPN 2y Outgoing
SPI SEMAFIF5 - i AHliy Outgoing SPT By~ & - HLMHBE RG] VPN BLfiiy
Incoming SPT &EfH[H54 |
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Advanced (& (FEIE) - H 4G {E A B B e it (2 (IKE Preshareed Key Only)

O HEPERRE

Aggressive Mode

{EAIP HeaderBiEIRE

{RiFELR

AH %‘Ea‘iiﬁﬁ?ﬁl“m :I'
REFMetBIOSE R AR
FLETERR R EEFHNAT
ETREEITIEE(DPD) =R I_ HAETTIEE

[ A B B R R

F£ VPN K5 AVEREREHE T > 43504 Main LUk Aggressive - f#3{ - Main mode /2 VPN [/jk
e THE: VPN ESEE i B S Sy Hh VPN S (o e 7 =R A A -

o EpEH (Aggressive Mode) : K% RyietlimfUaeiftRHl - 0(EFIEHRE IP MURE - 2 5 15
LR -

e f{ifif] IP Header BR4ElAE © EBHEILIEAH A58 - RIZEEERY VPN B8 VPN [kfs 4% IP &
EIREAY R4 (IP Payload compression Protocol) -

o  FRAECRRFEELR 1 EEERILIEH A o AUEEREYY VPN Rt e R R LR VPN RN g ol
BEEEFI 2 By i3 \Ti%ﬂﬁ”ﬁﬁﬁ%%ﬁ HREEERERE A - BURREE IP (ratAyENmEEA o

® AH FZEEEE © AH (Authentication Header) EnsgRuEEarg =, » nJ3#EfE MD5/DSHA-1 -

® 70 NetBIOS [EffEl G « EEEIFILIHH 23 - AIHRERY VPN [ZiE 1 &3% NetBIOS EfEE!
B - o ﬁﬁﬂﬁ’éﬁﬁ%ﬁ%ﬁﬁ%ﬁﬁ% HIFER T o (HEHEHE AL VPN BETR ERE K |

®  EFETGRITNESCUET NAT © fuat VPN a] DUEFIE AL ES a5 i 7T NAT 1]

o isLR{IMHITIRE(DPD) @ EBEIRILIE H Ay - ARy VPN [RE T e iy # i HELLO/ACK &R
REMEAREHZES VPN BRERIRIR A EGFE - EH —In@eei] VPN TKise S8 - 24
TR FFREILM AR - (5] AT DUBEREG — X DPD GRS B L ARAVNFA] - THERE R 10 #b
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(2) #£ Group VPN HyfH: (KA 1%)

C g ¢ vpNEaES

T RSE: |2
HALE: |
EOfsE: |Efﬁﬁﬁl vI
BH: | ¥
BRaH4RTR: %0 LIS E R 4H Group VPN -
iR HEE LR R 2R - 40 XXX Office » B s B8 —E DL EAyRkE

ECERYES » B —(ERE A E R N ] > DL -

SRR MERE R R R R A VPN 5 (FE VPN [75K
i )i 7% — EL (A AR E E R 2 4 R B 7 R A ) 4 R I B > ot
W EA G IEAEERBARL |

IrHEALE: Jam] PSR RO — (&l iz B BRI VPN By EfiRG

50K CJBERNA BRI o RFIL VPN BRIERARL o HLTH H RTHECREUH Eanble
ERE SER R 1] A SRR A R R A

A FEAHRCE
A2 AR b Fyise e At i diiey VPN Jﬁﬁiﬁiﬁfﬁ’*” LU 2B BH A A a3k
Ui ERVIHE - R BRI B E 28
(1) IP firsik
BRI H R featit VPN B - HAwALL IP Arabkay A s
AT DUBAR o

AT T A | PRAE v

Pt [152 [ige [T

DL IR E S By v I VPN BEian % > 7> 192.168.1.0 1y IP fir
Hik B[R P A T DA -
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(2) T4
BETHH R eatitt VPN BB - 5 — 6 T LG By At i S A 0 v

*EEAFEIER: [TRE -
Pt [192 iee 10
FHBEE: |25 | |255 | [255 | |0

DL IV E S5 Ry & I VPN B aRs - 7 192.168.1.0 » T4
PEIEEE Fy 255.255.255.0 AYSLAEEL EEAK v DAL gy VPN g -
(3) IP firkk-&uH
BEVE E B odFit VPN BRE % - DA AL 1P &E A EE A
A DUER -

FEFaFhas: [PRILEE ]
PR (192 162 10 g [25e

DL EHIERES S Ry It VPN BREHARE - /L 192.168.1.0~254 Y
IEE4EERHY TP fir b6 B R EE A =] LLEAR -

i P REHACE

O R4k HFRFMIRE

BRAFZREN: [FEE% FDN =]
FEEH: ||
B P P R A P e > A R R F B R Ry

Domain Name(FQDN) : 48 &%

E-mail Address(USER FQDN) : & F-& {4 4&f%

Microsoft XP/2000 VPN Client : f##t XP/2000 VPN Fi Fii
(1) Domain Name(FQDN): &8s & 1%

IR L AR AIAEE - Shd A S PTEEEEnv4gist 4t - FQDN
fE E A im DL S AR A TEaE & o WVEFAER Internet ]
DIAERIE] > 41 vpn.Server.com o [L4EI 455 0/ B B lmry i
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Uit e REAH R AR DA b i 3%

ARAEZRE: [FEEEFDN =]
AEEE: |

(2) E-mail (USER FQDN): & 7#{}2f%

EREEEE TN R EEE AR TSI E A PAF

HUEREaE -
FiaFlP2E AR |E-madl(USER FODN) =]
E-mail: || @|

(3) Microsoft XP/2000 VPN Client: fi#k XP/2000 VPN FHF/
i

GG ER XP/2000 VPN R P I REAYES » (A 75 SAE T T
HNRE

HmfPZRHA: | Moot KPR000 VISR R »|

IPSec Setup

e BRI HIEERYEE - FERIE VPN BRERT IS0 H AR [E] AT DAARF IH s 2 2 - G 1
R EEEAERY IPSec #dg - FRILEMTE Riaas “key” - VPN KGR AL T LU T “fEsE
L > Rl ETFEI(Manual) DK IKE BEnmE= - IKE with Preshared Key (automatic) -

TE#EEE Group VPN iy 2 M k& EAF BEimiEZE £ HE Remote Security Gateway Type
{EHEhRE(iLE IP I - Aggressive Mode & HEIEH @ /2A T8 Manual 5 -

wieEE e
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O IPSecHs5E

FEaERRsE (ERIKERE
REEz1 DHIGSEZFEA: |7¥3E1 =
BfEz1 mEREL: |DES -
RERz1 ZEFW B |MDS =
REE 1 AR | [28800 2
EEMHEFE RPFS)
RiER2 DHEGSEZA: || F1381 v
REpz2 mE#REZ: ||DEE
Rike2 ZEFMASE: |MDS =
REE2 SAERkRE: | 5600 20

HH %

:

ThENENE

o  sc4lEfEik(Perfect Forward Secrecy) : /i PFS B4 » 3018 SHMIETS VPN 3Lf
= VPN Client 1% PFS THACHIRL -

® [EEY 1/F&E: 2 DH faffa © Rt EeE a] LUSEEER A Diffie-Hellman Ef4H77:: Groupl =z
Group2/Group5 -

0

o EEY 1/MSER 2 MERGLE | IIIGHEERE BAEL VPN RS A TR - G
I S W ST I S A : DES: 64- i TE TNt - 3DES: 128yt et
AES: Fi% - EHE (TR IR - 0 128 fir ~ 192 firfil 256 AL -

o ER 1/MSER 2 RENGLE | IHREIERE RIEL VPN R A TSR R
L S BB ERA B S RAHF - MDS "2 SHAL” -

® IE: 1 SA RN | RSBV RNM - ST 28800 $H(8 /NF) - AL
RIPOIY VPN Bt + G0 EBHOHEFI  EB B S L et e -

®  [iE:2 SATIRIH | BBSCHETSHTE RN - ST A 3600 Fh(1 /M) - B
PO VPN S » ST EI BNV IR B SR B AT R e

© U ¢ It Auto (IKE) HUEH: » (M A UISCHEISH “Pre-shared Key” HIiMHi
FEREHIRB IR £y test » (XTI AT TE SRS T A SCIERS - Ao B BT L A e
TEBRA S SIS £ B VPN B S S A TS B BRA e L BT TE R F AT
WS A 30 EXFAE -
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EAEOE - R G IKE 2 (M (IKE Preshareed Key Only)

O HEPERE

Aggressive Mode

{EAIP HeaderBiEIRE

{RiFELR

AH %‘Ea‘iiﬁﬁ?ﬁl“m :I'
REFMetBIOSE R AR
FETER AR EEFHNAT
ETREEIThEE(DPD) =R IT P TEE

U I B R B R

F£ VPN KGR e H o > 237 Main LR Aggressive &3 - Main mode /2 VPN 5Kt
HYTERE VPN (ESEIE - 17 ELER S By HoAt VPN s s R =R A -

o EpEH (Aggressive Mode) : K% RyietlimfUaeiftRHl - 0(EFIEHRE IP MURE - 2 5 15
LR -

o {ififf] IP Header B4ty E « #5HEfE M0 TE H 2)75E > AIERRY VPN BZiEH VPN [ K57 $% TP RUH
JEREHYER4E(IP Payload compression Protocol) -

o  FRAECRRFEELR 1 EEERILIEH A o AUEEREYY VPN Rt e R R LR VPN RN g ol
BEGE P25 By o3 Bl R T AR B A e (E A SR AREE IP kb Ayials e -

® AH FZEEEE © AH (Authentication Header) EnsgRuEEarg =, » nJ3#EfE MD5/DSHA-1 -

® 70 NetBIOS [EffEl G « EEEIFILIHH 23 - AIHRERY VPN [ZiE 1 &3% NetBIOS EfEE!
B - o ﬁﬁﬂﬁéﬁﬁ%ﬁ%ﬁﬁ%ﬁﬁ% HER D) o BEHEEIME R VPN BB ERE A |

®  EFETGRITNESCUET NAT © fuat VPN a] DUEFIE AL ES a5 i 7T NAT 1]

o isLR{IMHITIRE(DPD) @ EBEIRILIE H Ay - ARy VPN [RE T e iy # i HELLO/ACK &R
REMEAREHZES VPN BRERIRIR A EGFE - EH —In@eei] VPN TKise S8 - 24
TR FFREILM AR - (5] AT DUBEREG — X DPD GRS B L ARAVNFA] - THERE R 10 #b
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12.1.3. PPTP &%

fefitszfz Window XP/2000 ffy PPTP $fHk(f] VPN [5XIE ECREBIR R i fpet - sl BRAR A P i
FHERERRE AT VPN HigR

M EH PPTPHESE

O PPTP HIF#HIPER

FEESIP fihE: 192. 1ri=3.|25D .IISD
P fikk: 192, 1ri=3.|25D .|199

O =&LHFRE
ERERE |
WiE |
B TS |
ilEREREE |
BUH PPTP fR#s: E i E BRI ISR B R e PPTP {alfiRes

PPTP HFfEf IP #E: 55w AdTly PPTP IP {(irhbrvEaE - HHHYE R4 Eime (i H & —(E ]
AT AL IP - i ARE464E[E Range Start:sffrmit—#
i AB(E - B ASEREEE Range End: S5 ER R A RE

AP 7 A A i o FH Yy 24 7
LAT L PNt e i Ao FH IR S5 85 R s P i A i (o P 20 Y IR S5 85
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MAZIHES R
RGBT IH H -

Ay PPTP i
O PPTP HIF:EHFIX

RS

EHERE
P01

12.1.4. HHEZEE VPN [k AETEE

lENEET

BURFTAE RN A - B

HEsHPHIP ik
192.168.250.100

Hr A RIIRSREL S

i IP frikAl PPTP 85y irk

FEEHMURIP [Tht
192.168.250.150

(VPN Pass Through)

A O EEd

IPSec HEIFE:

= EEFEEAE O @EaEEse

PPTP HEEFE: & BH O FE
L2ZTPHAEE: & =@ O pE

IPSec :fHZE VPN [5KAEThRE:

] E SRR
=
B AFR -

PPTP &% VPN [ KiEDIkE:

L2TP £aZE VPN [KHETIRE:

EUEEERUN BYEE > A7ET PC I VPN- IPSec BfHIZFE
VPN [J5KfE LAEEER NS VPN S ff i 4x

1F VPN E43 2 D) Cisco VPN Server £ Cisco VPN Client fyik
DU A A FREMILEEE - N VPN Server Rz 1g R

[&]—{[ IP firtik LA [5]—{[# Source Port §y5 — 2545 » Firbl & —
SE g R BISRE Source Port - LS FEEE S5 Change Source
Port &5kl UDP 500 (1 Source Port i Bk 524N f65 Source
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ETE RN #UsS Al feET PC Tlﬂﬁ{%ﬁﬁ VPN-PPTP :ffu%f
B K AEELS AR VPN S5 g 7t
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BRI 1S Al oEF PCIm{E A VPN-L2TP £ E1%E% VPN
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SOEEMERGETE [ " IEHEE BRSO EE SR~ THON” MR TR E A

12.2. QnoKey

7r& Qno VPN [KGiS#ET I Fim & aaic B L Ao & QnoKey EHIEREG AT E QnoKey
P > pEhEEd] QnoKey -

12.2.1. QnoKey %EXHE

Bk VPN PKifE & - BiEH QnoKey ThEEFREEIH, K ¥R HAT QnoKey RSN ZGEFR HE > 40
NEFTR

QnokeyREiES : (ONNC=r 2 100 ormpss
g [1x]e s =l smmirss
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1| B | suro |612228169 | KR 10 1 0o  ErkEE | &®E| @
| BT
QnoKey [ZiEE FRARROCAET A - DU HRT4ERE R - (5 7] DUE 1 = 4has
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REH - Fr QnoKey H P4 THE S RUTHIREE
R~ - I QnoKey HYFH = A4 TEEFH
A% IP firht (48 478) falfkes IP fir ki 2ep {5 A Ay A 2
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#4&B%
Eﬁﬁ'ﬁﬂﬂ:

‘ B

|Jan 1 08:00:06 2000
|Jan 1 08:00:23 2000
|Jan 1 08:00:23 2000
{Jan 1 08:00:28 2000
|Jan 1 08:00:28 2000
|Jan 1 08:00:28 2000

A

Tue Aug 19 17:46:32 2008

HEXR 58
System Log
System Log
System Log
System Log
System Log
System Log

SMB : System is up
terminating on signal 15
WAN connection is down

dhcpConfig: open/write/close: No such file or directory
dhcpConfig: fopen: No such file or directory
WAN connection is up : 192.168.3.113/255.255.255.0 gw 192.168.3.1 on eth3

SMRIEE

EENE PC AR HASERHE - EHEEE SRS L - B Ak DUS A AV R R AR

e~ BUEEEN -

BEM A HEER 5
Aug 19 17:49:42 2008 Connection Accepted
|Aug 19 17:49:51 2008 Connection Accepted

EARTEIE -

BRI VPN DK ReEE @ HEE - S H 3
Ao

EAHAHR

(=31 i HEE A58
Aug 19 17:49:41 2008 Connection Accepted
Aug 19 17:49:51 2008 Connection Accepted

B HE

et Ry A ERATA H AT VPN FKEHY HEEHEEER -

EEREES]

g

IN=eth0 OUT=eth3 SRC=192.168.1.101 DST=207.46.106.69 LEN=40
TOS=0x00 PREC=0x00 TTL=127 ID=62883 DF PROTO=TCP SPT=2004
DPT=1863 WINDOW=64512 RES=0x00 ACK URGP=0

IN=eth0 OUT=eth3 SRC=192.168.1.101 DST=207.46.106.69 LEN=40

TOS=0x00 PREC=0x00 TTL=127 ID=62898 DF PROTO=TCP SPT=2004
DPT=1863 WINDOW=64471 RES=0x00 ACK URGP=0

RINBACIRAERE ikl - H AR B IR R A

B"A
IN=eth3 OUT=eth0 SRC=207.46.106.69 DST=192.168.1.101 LEN=80
TOS=0x00 PREC=0x80 TTL=114 ID=33845 DF PROTO=TCP SPT=1863
DPT=2004 WINDOW=64843 RES=0x00 ACK PSH URGP=0
IN=eth3 OUT=eth0 SRC=207.46.106.69 DST=192.168.1.101 LEN=81

TOS=0x00 PREC=0x80 TTL=114 ID=16353 DF PROTO=TCP SPT=1863
DPT=2004 WINDOW=64843 RES=0x00 ACK PSH URGP=0
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PEAECH] - UREIEM RS E - FENEEEE > 2 EREEEESE - WEIHVEE Byte JRESET > HARVE
f1 Byte Ji &4t - £EEHIVEE Byte JRESsT - WEINVSERREM A E DAUSIR AEE B4R - HARE >
G FEEERE > MTEIEREAREES
O HHZiMREE
|\—E>>
%ﬁ j kiR 1 kiR 2 BHEERES3 kiR 4
BfEE eth1 eth2 eth3 eth4
RS JEXL RIA R BIF
1Pzt 61.222.81.69 0.0.0.0 0.0.0.0 0.0.0.0 ‘
MACfzfit  00-17-16-01-CA-A9 | 00-17-16-01-CA-AA | 00-17-16-01-CA-AB  00-17-16-01-CA-AC |
FiAES 255255255224 0.0.0.0 0.0.0.0 0.0.0.0
Rz RS 61.222.81.65 0.0.0.0 0.0.0.0 0.0.0.0
| DNSiEikEMHEEBR At 168.95.1.1 0.0.0.0 0.0.0.0 0.0.0.0
SRIR BB Bl ARIH Bl S B Bl S B Bl o B
Bk 259677 0 0 0
HEMNEH 54401 0 0 0
eHNaf 314078 0 0 0
Bl sl mByted) 24830223 0 0 0
Eik A Byt 35780374 0 0 0
S ipaiEByte$) 60610597 0 0 0
Bl Bytesib 10514 0 0 0
ik BytesAb 72447 0 0 0
BFEEAaN 0 0 0 0
EENBH 5 0 0 0
Sessions 1 0 0 0
ﬁSessmns@_ 0 0 0 0
L ESEE R (%) 6 0 0 0
FEBEERE) 0 0 0 0
EEEETEL
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o WELH
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RAESE
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HARE P IRFERE -

FERLIEN R TR T DI IR BB AR S A AR E R B4t (Bh)byte B 53 EE -
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FAHREEFTRE | | HAREIPREE ‘ ﬂ
Mg REEsst
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TCP | 443 22 75
TCP [ 1863 7 24

BINARE P RFIERGE -
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O RELE
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i
HARE P SRS -
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O HESE

[ R st
REPE | EARE
192.168.1.101 | TCP
| 192.168.1.101 | TCP
192.168.1.101 TCP
192.168.1.101 | TCP

BN 1P HRE

FRREHRE 'ﬁWiﬁEIP session®l ﬂ

*&e | APk |
2880 | 59.124180.50 |
2879 | 59.124.180.50
2649 | 219.133.51.93
2866 59.124.180.50

Bt |  bytesisec | %
443 276 | 56
443 191 | 39

80 15 3
443 4 0

TR R R AR TS AERE Y IP(Source IP)fizsik ¥4 MEER Y B A7 & (Dest. IP)IP K (st AR 55
(Dest.Port)iZ2 AR AT [ & (bytes/sec) Bl 5 47 tL

O WELE

V] g st
e EIPiE BB
| 192168.1.101 | TCP
192.168.1.101 TCP

13.4 %55E IP FIRiRRR

FRRBBARE | HINERIP sessiond] v

*gis HEIPR
2858 | 59.124.180.50 |
2004 207.46.106.69

38!

Hig [ bytesisec | %
443 ‘ 8 | 66
1863 4 33

VPN IFKGEFEAEAEE AN B AT IS — IP Bt — R ER A &I 1P Rahfay HAvthhE - S02 e A
FHE (ERR s 8 « H H Y] DU (E e S TR R e i At 28 20 WAN IR0 EE Bl WAN 18 48 A&
A DA H A 1P S e AR R L B SR R - 5941 - TR A ALEER BT 24 P2P #1AG > thn] i
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O IPESRFRITESE

¥ BH

weri [BVE =] sEsis D e

3 5 5 TRER LEEE
FEP i  EARE | REEAE EOLSE | e fah | BEEdE Bytes/Sec Bytes/Sec

RFE IP ARG -
ELEAE P ik S AR A RHY IP {irhh - gUrT DUBURHEL 1P SSMNELRETFTA H B R 855 -

syt [P ] P ot [0 68 | T [0 &S|

B 2 : TFEE L iEE
FEIP ph | AAESE | RESRIE | BEOE | ARIP i | BEESE Bytes/Sec Bytes/Sec

192.168.1.100 TCP 4004 WA 207 46.109.114 1863 1] 1]
192.168.1.100 TCP 1065 WA T 192.168.3.10 443 0 0
192.168.1.100 TCP 1066 WA T 192.168.3.10 443 0 0
192.168.1.100 TCP 1081 WAN1 192.168.3.10 443 0 0
192.168.1.100 TCP 1082 WA 182.168.3.10 443 1] 1]
192.168.1.100 TCP 1799 WA T 168.95.83.189 21 0 0
192.168.1.100 UDP 55101 WA T 192.168.3.10 53 0 0
192.168.1.100 LEP 58732 WAN1 192.168.3.10 53 0 0

REEHAREE

EIF AR EE AR A AYRGE - g BRI R BAE AL IP IELE(EM -

megs s [ENE o] s 3| (S |

2 2 2 T#REE HEE
FEIP oA | ERESE | RESEAE | BEONE N AP iad | BfESRE Bytes/Sec Bytes/Sec

192.168.1.100 TCFP 1065 WA 192.168.3.10 443 0 0
192.168.1.100 TCF 1066 WA 192.168.3.10 443 0 0
192.168.1.100 TCF 1021 WARN1 192.168.3.10 443 0 0
192.168.1.100 TCFP 1082 WA 192.168.3.10 443 0 0
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& RS RS ST M H T T

@ (1

your future life

O FEIERINE

ﬁﬁg’é WAN 1
ﬁiﬁjﬂﬁ 61.222.81.69
HRESRRTE e |
FazME 61.222.81.65
QoS SFHEN DN SifHs
= BHR 168.95.1.1
IP/IDHCP 323 RIPfizht |
RS 0
{session)
T#aE 1
REEE
FEEE -
X
DDNSH] Dyndns EPA
REiRi%ds 3322 44RA
IR Qnoddns ERg
s oA
F R

[T@RT |
WAN 2 WAN 3 WAN 4 DMZ
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 —
0 0 0 0
0 0 0 0
0 0 0 0
Dyndns R Dyndns [ERA Dyndns R
3322 R4 3322 kR4 3322 kR4 —
Qnoddns EiR Qnoddns RRA Qnoddns RRA
0 fFIRRIRRE 0 fFRBIRRE 0 fFRBIRRE -
_

BH A~ HEER R » IRRBRER AR B8k S Al
IR RYRE
51 BEET
MR R E N~ TR G E
W E 6.1 HEREEE
REEH 6.2 % WAN 32
WBEIE 6.2 % WAN €
QoS FHEH J\ ~ QoS FHEEHTRE
HERE 8.1 HERE(QoS)/ 8.3 HEMREH
HGBEE 8.2 HREIE:
IP/DHCP FCE t - AR E
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DHCP %8 7.3 DHCP &} IP fAfRSs
DHCP JR7&iRkE 7.4 DHCP HREEFET
IP B MAC 4852 7.5 1P F& MAC Hif&fsE
IP B¥4HET 7.6 IP BAHEH
DaPAG ] =n U~ BRKEECE
BEARE 9.1 EALE 9.2 [HEGERE
R AR 9.3 FHMARIEE
WHABEH 9.4 FENEFERH
AR E + - HAt g ST E
DMZ/E §E R %5 F1% 10.1 DMZ | EEHERRTS 1%
B iR E 10.2 P& E
—¥f— NAT 10.3 —%f— NAT
DDNS EjfETAE B4 | 10.4 DDNS-ESETIRE BB L IRARNT
TR AT
IS8 MAC firdk 10.5 EEIR4E S E MAC firaksE
RHETH +—  TEENDRERE/A - BERFERL
AREERUR DA K B Sk I AR AV E
T E 5.2 B FIHNIRHREE
B2 E 11.1 &3 BB
BIREN 11.2 ZEREERETTER
ESBHEDMRE 11.3 ZHiE 2 BUFR
R E 5.2 B FIHNIRHREE
EX O] 11.4 %8001
BERmOEE t - A& ICE
BaE 7.1 PERIREHECE
RRRE R R 7.2 AR IRARERIR R
VPN EEHEAMERE VPN /& EE VPN & EEAHELE
VPN jR&E 12.1.1 HpiF7A VPN jREE
FEHRERE 12.1.2.1 FEHREERE
Fi Eim B E E 12.1.2.2 fFimRERE
PPTP P& 12.1.3 PPTP 33528 REE
PPTP jR&E 12.1.3 PPTP 33528 REE
VPN BB RZFE 12.1.4 VPN #HBEZFENIKHEDIRE
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166



http://220.130.188.39/china/dhcp_setup.htm
http://220.130.188.39/china/dhcp_status.htm
http://220.130.188.39/china/ipmac_binding.htm
http://220.130.188.39/china/ip_grouping.htm
http://220.130.188.39/china/f_general.htm
http://220.130.188.39/china/f_general.htm
http://220.130.188.39/china/content_filter.htm
http://220.130.188.39/china/adv_forwarding.htm
http://220.130.188.39/china/adv_forwarding.htm
http://220.130.188.39/china/adv_routing.htm
http://220.130.188.39/china/adv_nat.htm
http://220.130.188.39/china/adv_ddns.htm
http://220.130.188.39/china/adv_ddns.htm
http://220.130.188.39/china/adv_mac.htm
http://220.130.188.39/china/password.htm
http://220.130.188.39/china/password.htm
http://220.130.188.39/china/sys_diag.htm
http://220.130.188.39/china/sys_firmware.htm
http://220.130.188.39/china/sys_setting.htm
http://220.130.188.39/china/time.htm
http://220.130.188.39/china/sys_restart.htm
http://220.130.188.39/china/lan_setting.htm
http://220.130.188.39/china/lan_setting.htm
http://220.130.188.39/china/lan_status.htm

(J

3 ) O

your future life

Gigabit VPN [5X &

B R RR 12.2.1 -10.2.3 QnoKey EHEMFILE
QVM VPN QVM VPN IS

QVM ECE 12.3.1 QVM VPN . falfRestmat €

12.3.3 QVM VPN FEGEEE

QVM jrsE 12.3.2 QVM VPN HjijessThae
HaE += - HeEThEERLE

Z&HE 13.1 245 HEE

FHiR AR 13.2 Z &R AR BH B2

mERGET 13.3 SE#st

IPHRE B4t 13.4 F53E P FIRiRRE
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BreE = -

(1) fEEA BT THIR

GRS BT 5581 - NP THE > EALERE "PHOERE" > "EHRERRE" BE "
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O ESEASTEENER
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O &k ERRInGE
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(2) BN RIRERENINIH

FHRA AT AR S AL 5T 2 FH 5 ok o (1 8RR o i P 7 A P R A P G PR A B AR A R R 4R i
(Session) KEIEHNAEEE VPN FKiE R BRI » DU RHE S SRt Lo s 35 A IR DUZ R P H Y -

a. gt TCP135-139 > UDP135-139 #2FH TCP445 &

EHE#H: |
HIESE: |TCP -]

WL | 2|

HTTES [TCP/M42-443] :l
HTTPE Becondary [TCP/A442-844 %]
TETP [DDPA9-~-69]

IMAP [TCP43-143]

NHTF [TCP119~119]

POP2 [TCPA10~110]

SNME [ODP1A1~161]

SMTE [TCP/A5-25]

TELNWET [TCP/223~23]

TELWET Eecondary [TCPA0Z3-8023]
TELWETEEL [TCPA0Z-092]

DHCF [DP&ET-67]

LZTE [UDPAMT01~1701]

PPTP [TCPA723-1723]

IPSer [TTLESO0-500]

TCF [TCPA125~139]

UDF [UDPA 35-129]

TCP [TCP/445-445]

1

ilEEaEE |

il

b 5 K i S e Y™ 7 B R " DR S5 8 AP A IHE = AR B 8
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O FHURBISRE

EHIEh{F |§JJ: -
e : [TCPITCPAE5-159] =]

ass: [FEE =]
BOE: |Ay |5

FEIP firk || Any

I jv
EIfIP fiidi : |Pxn}f -]

O mHEHEERE

wapsms (R =] [ [ = (24 B
FeEx [ sun T mon T Tue & wed 7 Thu T Fri I 3at

FHIEIRERN 535784 UDP[UDP135~139]LL K, TCP[445~445]1 -

C.ifiE — B E i :

pa[l =l i2g SEET T]= T—H>:
R E EMlEhiE e EONS | FEP i Hip it | EWeE | B & E
IE v Dery TCP [444] * Ay Any Always EI m
2=l ¥ | Deny UDP [134] S Ay Ay Always @ 1]
i@l M | Deny TCP [135] * Aty Aty Always Edit|
F | Alow | Al Traffic [ LAM Ay Any Alwiays
= Deny All Traffic [*] WM Any Any Alwrays

(3) Ik QQLive HFEENRTE

QQLive #ifF EfE#AG T TR ABGREEEHE - BT & FEVERR —(EREIEE - Sk s
ZAE M F EH QQLive 15 EFE#AE - (5] T ELECRHVIAE - ik VPN PKGEHY EIEEE » (15 VPN [
KGR FE B S s - AN R MpESEr$E QQLive HYfEIR S B Sk B2k o] DU SRR - MRS (E
RS & Qno EEMAVHRBHTIRE R tHAHRBRAVAR A 5 2 - AT VPN [KGRCE
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a). #EA VPN [5KiE Web B E T - FH#E A KiE e "1 A EHURAIECE”

O FHURHIRE

ERIEiE Iﬁﬂ: 4|
SRS : |A].1 Traffic [TCP&UDP/1-E65535] LI

HE:: Im

gOms: [y 5

REIP ik : |[Ay =]
Bep fictt: |[Smze 5] [0 | [T [le5

O BREHERE

samma[FAsm =] 0w [ cenessn

Fax | [ sun T mon T Tue I owed T Tho T Fri T gat

BEZ[EY

b). FELEEITAYVEHRA" > A SEFRURAECE " i - £ FEURE AR ATRE " PR B HE)

TR BRI B AR " - FAE  EllkaR” BE AR TCP&UDP/1~65535]" » B A/ " ™ (EA

Y™ > "SR TP firhk "B MEA " CAHRARR KAV P aT DASE " B ol & " PHI- B IP g —Ez IP
1y QQLive 1YY %) > FBE"BHY IP firtk S EE E A QQLive {aiggsy IP {irkk"58.60.11.145”

(QQLive falfigsHy IP frikA tb—(E- RIEFE Z BRI ) AR RS il e "HY" Eer R A "B Ay

AIFE " E QQLive WG SR HIETTHOE (WATRE 1] IR BEsCEAH B HAVEE ) “HEE " REA T —

SR -

c). BRI EARIEAE B HAY IP frak "S5 A LU IP firkf: :

cache.tv.qg.com loginqglivedx.qg.com qqlive.qg.com
58.60.11.145 219.133.49.159 219.133.62.70
58.60.11.146 loginqglivewt.qg.com tv1-3t.qg.com
58.60.11.147 58.251.63.13 221.236.11.40
59.36.97.5 logingglivexy.qq.com tv2.qq.com
59.36.97.7 202.205.3.218 218.17.209.17
59.36.97.37

219.133.63.48
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ERININ ] LAEEIMHRE QQLive MyfElikas iV EEE#E - BhsEtERese i P 1E QQLive 1757 H ik
T 0 I EEAE QQLive3. 1 HIRRA s e sk E Y -
(4) ARP REXEH
1. ARP AR T EURARBR R

ATH - B 2 SR i R R ] B AR (B G B 3R R - (EEE R HIR AN & B B E - BN
Fs MAC fiLik 25 [RERY > Errstiasny MAC B E A% E VPN K JHAY NAT Sk - Al e el -
WIS S ML FA P HoAt i 25 - RIS AE o es HFTRE - 3 e iR R AR B S MBS T T - RS
FUEAEES 2 E] T ARP RIS - HHAVER > W S i E B0 » il A IR
AVEHEL » A& T EISGE A E AV T A BIE R P RYEER - EITIE(ERTE - B USSR (H I B B 5 Y
SRAIEER - EHUHFIRSEERN o T EP MRS f i g -

B R T (12 ARP > ARP “Address Resolution Protocol” (firhi-fi#tfiizaE ) » Eikdgt » 48
BE P E S E IR T 0 MEREA BT MAC firhkry - )ﬁﬁ‘m“ﬁzmﬁﬁﬁ"?jﬁgjﬁff&fﬁ AIERTRF E AR 1P iz
hEgEHAR H A MAC ﬁzhtaﬁ B2 - ARP 17 ey EARDhRE B2 e H s iy IP fizkl: - #sh B sy MAC fir
ik > DACRES (S HINEF]

ARP Tl TARREL : fEigE%4eA TCP/IP i EnV B SE# A —{lH ARP 42173k - FMY IP firfik# MAC
firhbE——$ERY > JWRATR -

IP it MAC firfik
192.168 00-0f-3d-83-74-28
1.1
192.168 00-aa-00-62-c5-03
1.2
192.168 03-aa-01-75-c3-06
1.3

HMLLEM A (192.168.1.5) [mEH B (192.168.1.1) SHAER AP - EHREERIE - EHA GEH
CHJ ARP &fFR P e A AR IP firht - a0RIRE] T > iR 17 AR MAC firkt - EHEEEHEE MAC {izik
BAMEE XA LT+ AIRAE ARP GFRIUGAIREHE Y IP ikt - FH A s fE4EEs L3t —(EE
i > HIE MAC {izik/2" FF.FR.FRFRFRFF" » iE30Rm A — ML N HIFTH LA HEkETsmf - "192.168.1.1
Y MAC fiztib /@78 2 "4eits b HAth EARGA B8 ARP S - A £ B BULES AT - 4w 6% A fitiE
BERYEfE © *192.168.1.1 1y MAC {iziik/Z2 00-aa-00-62-c6-09" - i2fF > F 1 A FRA1E T £ B 19 MAC fir
b - ST PAE E B SAEEN T - [FRFEERRT T HCHY ARP &7 -
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He ﬁfﬁ%?ﬁﬁﬁw—TWﬁ% ARP JREEEE - iETEH S e B EIREEHY PC 1T % - (Hlsigdd PC 1%
fy ARP FIRREL - FEEIREE T - i ARP e 258 pk 1P firtk#ii fyss — 2 firht: (B MAC fizht) #Y - ARP
fhE R 2 B A RN E S - miB (A IP Arabfl MAC {irkh 235 ARP R » AE#(E4EIS o 4E K &Y ARP
MBEEEGEEEIHZE - #E1T ARP R [AINIRERILEE - H{RiEIR MAC fizik3%2% ARP [HfEER - ¥ ARP HREGCIERS
PRI S - SRR X E IR 5 - iSRS i Es sl R E R i AR e A m] DL R4 - AR
B AT LA - IR T 2 A G HBUSHENME - Mg B a3 arp —a anSoiad ARP
THVIRHEE AR VPN [KHERY IP A1 MAC #fEth > iEst/E ARP R B SERE R -

s T 35 B9 2 A 41 PWSteal.lemir =0 H 8 1 - J& i K E 2 U/ 8 & 8% % > Windows
95/98/Me/NT/2000/XP/2003 {2 FI52 2 - gt B e T =\ 2 B 4a s PAG i ACE A Wit - ¥ VPN 7K
ity ARP SR ERATB EIEY PC RIEVIIER - RId e /o ERTEER > R — 25 RsEERAT SIS MAC &
AR E4E VPN PG > A8k VPN [FKGHE S AT R 5 3RAY MAC fizkl - JERIER PC SAUEIEN - {ﬁ
& ARP DBE{RIERIE - B — RS - B CEKERrT PC m{RFEZRER - MAZEBEIERFR VPN
DKERIE B8 - 12 PCEHA > g EA T T > "k 7"

PUEMREEIN S - LRE ARP RSB TR HIEEEAMTR A VPN 55 K& 5 TR = i e 5 %
TEZ PRag I RERY B i - Fr AT PI2888E VPN KIS HEE AT E R VPN DKGE 2 S A i ARP R EEHY
Thit - Qno EmmIEAFPEft TS HEHIINEE - LA EmIR(EE 552 -

2. ARP [y

YIRS T — B GBI Z R EARE T ARP 73 - BAMTRU R G BRI BRI T A
HALIERER S > MG Qno it TAZATHY ARP [z -

i ARP TEFIRGHL - AR A0 ARP ZFRHEMESCMERTERT VPN KIS — 25555 Y 1P
SRE R RS — (S R R A A T HBRA VRS - SRS A E G RN AV AR - ‘SRR R g2 4L A1HY ARP
WEE > $1E% ARP IEBHVHIET - HUTARE S - IRk B3R AR EISRPHIGE THE A Sy DOS #2(F -
pingVPN /7K fiHY LAN IP ZEEN - fA ping 192.168.1.1 (fa IP firkk) > 40 -

eply from 192.168.1.1: hytes=32 time<imz TTL=64
eply from 192.168.1.1: hytes=32 time<imz TTL=64
equest timed ount.
equest timed out.

equest timed out.
equest timed out.
eply from 192.168.1.1: hytes=32 time<{ims
eply from 192.168.1.1: hytes=32 time<{ims

354 pingVPN [ &Y LAN 1P EA& (86 - 2h& G | - iIBRAHRERET 7 ARP 08 » By 17— D i
20 0 AT LB AR ARP FACHET - B A ARP -a an< » BURAT N E] -
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Interface: 192.168.1.72 —— Bx2
Internet Address Ph;;ical Address T ype
192.168.1.1 B80-8f -3d-83-74-28 dynamic

192.168.1.43 BU-13-di-et-hi-bc dynamic
192.168.1.252 #8-8f -34-83-74-28 dynamic

C:sWINDOWS“System3d >arp —a

AIDUEH 192.168.1.1 kbl 192.168.252 fir#kiy IP iy MAC fizhik#} 2 00-0f-3d-83-74-28 » 1R
20 iERE ARP HIBRIERY -
3. ARP gk

HABRAECKEEAE T ARP > ARP HBRIEEE DUR A FIER LA 8 > T Y R 20 R EI T 2 A I
HIFAAR DG LB S B R S BB © Qno Y — @ B A oy = (P BR2R5E K -

a) -~ BRI ARP s

i A VPN [5G TP fizsik - &k VPN BKGigHy Web EELHE - HEASPHKGEECE "I BEARCE" - A
BIRE VI ARP 3B T s — 1T HY RO ARG - FE AR [RGB R - AiE

BikEs: | & es@ C pEeEs

SPIEEEM: | & =F O pEEY
DoSEAEEThE:: | & =F O REEd

MM EEEDE : & =P O Ee§
mREATE: =R O e o 0

XSfMulticastEHRIFEE: | © =R ~ ES

BibARPRSSH®: | ¢ =E O [E
mwrane 0 =arrna

b))~ HEE PC L4ERERT IP FH MAC {iZik

TTERAVER(E L2 1 ARP SKBRRTE IP FIH MAC iz & JeAE VPN [ K iEm & i ke IP B MAC {irkk
ﬁ[l °
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O EWiENSTE
macknt: [c | bl | 0 B | o= | 20
{ MER 4 1c-b1-80-9a-ce-20)
MEfEH: 192 Jies | |1 [
THEGES: | |255 | J255 ] J255 ) o

N&IEF G PC# LBA4A/3E T cmd #E A dos #&F > # A arp -s 192.168.1.1 00-17-16-01-35-cf »
Enter %525k pcO1 (45 - 4fE

Microsoft Windows [h5A 6.1.7601)
Copyright <(c)> 2089 Microsoft Corporation. All rights reserved.

C:\Users\Tina.Jhen>arp-s 192.168.1.1 80-17-16-81-35-cf

SRS PRI 3 A R RIS VA e ARH FERY 4% TP LUK MAC firiik 52k IP 82 MAC #5578 - (EUZ LB (E
WIEREE TR - (FARLEHA  Frlla] DB S s —(Et TR % - BUEFE LSRRI B2 - #ERIEZ
ATLUERER

@echo off
arp -d
arp -sVPN [5kis LAN IP - VPN [5k & LAN MAC

HNEK P T arp BUEAEREE - FIREIEER - U574 A PC A T A ping ZEAVEHEE - 4£ DOS
4T arp -a &% > BERMETEN MAC ikl 251 VPN XS E BN MAC AH[E - WA 2 - AldEikia(E
MAC {ZLEFTHSERY PC > 125 PCHLERER -

FLAEY VPN (5K FH R 5 Z 2B AE VPN KSR PC i T M4 E 1P firtik 81 MAC firkksK
SERHRERGHITIERY » {B4E VPN [k f&mAl PC bt IP fizhkEt MAC ﬁzﬁ]:ﬂ’%ﬁﬁmt[:@x%ws  REENES PC
1%y IP firsib B MAC IR T TIF R - #FBREPEE S HE -

)~ £ VPN [5Kiimsh e A = IP/MAC firkk: -

#EANIP / DHCP SELhgE” > AILIEE]NIP B MAC 85" > R a] LATERLR AN IP 82 MAC #5E - B AFHRAZ:
o £ RO EERE VT BEENRIIZIEEYIR" - EERERIIRSE IR HAL IP 81 MAC F950E - AR EE
H_“FE,‘]\\Eﬁr—‘—r”
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O IPEEMACHE

#aP o4k [192 [fee | [T [i0i

Frereaamackntt 00| _[Te o[58 .[65
= :|PCEIEII

B W

| EFER

192.168.1.101 =+ 00-1e-Be-c5-b3-69 == PCO01 => Enabled

¥ 453072 oh P hE B MACTT A T4 FERF P
M i #ie st gl T E b AR R

Hrk

DT EHEY IR 2 1% - HEEAVERS &/ MRy B CHERBUR L  NEER N RAILTTE © 1SR
TERR A MR N ATE E1% IP/MAC (i TAF R E - BH )5 EKYE IP 8 MAC » IFEHEEES > 1
PURO R BRI TAFR - BIgTRERHE - THstg#E -

#EANIP / DHCP S0E "HY 1P 81 MAC e "B H — (" BURHTIIARY IP (rak "REBEHE A -
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O IPEAMACHEE

2 ve o I N
gsmamackntt: [ [ [ [ [ [
%ﬁ:l

BH. T

illaeE |

[ 453175 o IP AT B MACTT A T4 RERIF
™ $EF e flE & P RRAmAR

RS 2 1 a ] IP 8 MAC 4ESIRKEETTHE - I TR G B N RIS ERY pe Y IP 81 MAC {ir
HERERE - A B BRI B VT B RS LA REE

/2 5 A BAIP {4EFF - Windows Intemet Explorer

IP {5 ht MaCihh 5 BH
192 168.1.101 00:1e:8echh9:69 I I
192 168.1.100 00:20:ed:41:ch:9d | I
[ -]
SR L @ e ESUIR
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BERFHR AT S0 AE Y BT & HHIRAE TP 82 MAC SESIRAETE » QI8 5 FFREEE TR "#E SEhk -

O IPEAMACHEIFE

#eP otk o192 [iee [T | [f00

e el call all eyl
HiE :IPCEIEIE

BA W

| EHRE

192 1628.1.100 == 00-20-ed-41-cb-9d == PCO0Z == Enabled

192.1658.1.101 =» 00-1e-Be-c5-b3-65 =- PCO01 == Enabled

¥ 44540 h Pt B MACT T4 FER R
V st e TE P AR A A
{HRFRM SR ERAREAA ] DU T - (5 Qno Ayl TAZElERE im0 i — S T B

e ARP [T 8 o

1 A5 - SRR ES TR - T B E R A At o ILIRFLLEE S - L T ARP ZUBRHYJHEHR
PC HEAYATRE - FT LAOREGE 6 i o0 ~7 g

2 - WUEEE SteEEEGENE  ZEP RS - BRESE TR ER

3~ LB HRIRLEEH T2 o #iS Windows Update 22454 247wl 1 12 =N (REFR ¥ ~ 222§l Service
Pack)

T SERUEHE RIRF SO R SRR » AR 12 oAb FRHBDT+HRES
AT UZE /bR — e (IR =

5 &EEHEEE (AT » SE RaTHY A EE RAEFRER: BB 8 - L4806 ARSI K ks -
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RIS E R R Tt o] DUES E RIS ZAVIE A - RE AUt fE B ARG AV BRI SR © B
fit Windows FEANBEIER 2285 | > A 05 a8 (5 SRS Kl = HA 7 A A E— e b5

6 ~ BAPH— LA FREAVIRES  R(T eETRY A RARA — L) A N EHY LA - thEfs C$ - DSEFEHILA - g8
PRAY =t e] ELRERARH Server i

d

7 ~ A ERE(FRGEFTR QQ ~ MSN FEWIR TH ES82nyisi s - A Z i E TR sE TIAAE -« n]SefEfife
2 AOERRAYRAEN - SRS -

4. Hush

ARP IR ilE—EEEMEBERVERE - DLEJTEREAR LU ARP 52 SIS A RS 18 ICHHRH T RE - 1
HE P RAGEDET T ATBE TRRHER - HEEREEEEHE AN BV EREEME - HE AR
ST - PP AT PAERAULA L lEts 15 ARP I8 > DUBCDZEIHEE - fem TIEReR - RO RX -
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Migk= : Qno i~z & &=

SRR AR BT E A > BR T A USSR GE R TR - =18 FTP (SRR E G SR —
LR A S AR R DT B AR e o L HUSARRR 5B -

BRI T
PP AT DA Sk ofe b R 5 B TR 3 &% RSB 070
http://www.gno.com.tw/web/where_buy.asp
BB

FBEA4E5 - QnoFAE@gno.com.tw

180



