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About

Auto execute when Windows startup
Open

Retwrn to Main Fage

Connect

Exit

Kl 3-14: (5240 NE bR
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0. PR

A L EAE e d ] QnoKey & 7 i A4FHEAT VPN 4. AE8ET VPN ER20T,
18T Bk QnoKey P ik AF o G SRA8 1 4 L8 o 188 e B Uiz A, IS E S s AT R
Al o IR N R s, s A e, 5% 3.2.1.

QnoKey 1§ F it

EH VPN FIEER:

B 5 QnoKey H i A AR 7 C 48 e e B T Ep L.

B OEAE TSN O 2T 3 Rk 54

B iR CF QnoKey #E A USB %11

B {Fh QnoKey ¥, EFHFEIRTT QnoKey N NS (PIN 5)

1) B 3% QnoKey HI B

T BT AL E 4 %23 QnoKey & ui ik A, ESI LA FEMHATE . LR
b it P NI4T QnoKey H B W HFR T .

Kl 4-1: &) A FRAT B

FIUFFFH PN I RR P i 1 4 BRI = 0TI A FH P 265845 I8 o A8 DU P b AT e P
T “TaiAH 3C(Simplified Chinese)” « “Z A& 3 (Traditional Chinese)” Fl1 “9: 3 (English)” .
IR IR R, BT DRSS — P — D, W NEPTR.
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QnoKey i It

- 1%

WONDO

your future life Ono!|

Fimplified Chinese -«

Kl 4-2: I g s B U

6“4 kb QnoKey s, s “HaiN” JG4keHAT R — AR RBUT VPN
BEH Lo 4 W O o U B AIE R 745, sl “BEO4L” FEUH L, R4
SR A “11117 o A SBH HH, B SR

2) E4S
MR IR 24y, 8T LLS s AR T 1A S S ORI S A

- 1%
COND

your future life Ono

Simplified Chinese -

Kl 4-3: H 4
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QnoKey i It

IHA < FEA ABUAEAL ] 0 04
R FEMH NG E LRI 4. D KERS 15 MARF, ATLUE 74T

# (a~z,0~9) DLRFFHRTTF S .

FAHT 04 A G TR N S8 2 B LU 11 4

BEiK A S SO 12

i} A AL R ST TR D S SO IR T T s “HA T R AT 2K

3) 4T VPN &

BN IEA . AR AR BT 50T

ONDO

\ your future life

HUNBHES, TAMRBIESET VNEEHD"  BRERMENET
TVPNIERRER . IRIERGMMSBEER. _ )
%%EJWWW%Wmmmmmmmﬁ%wmu

A

&l 4-4: BT Bl

sl “HEATIESS” G, FEIT ITIR L QnoKey TR ) it A EAT ph i . o it “BR
W7 HAH, BOHBLIRR M 00 EHAT IR U Rk 115 B2 BoRAE “HRA” 4.
B4 A5 AT E 2 WoRma AR ). m R kR rh, < WRTFEERE” R “EBH 7 Fad B Bos R K
AT RURAS . WKl 4-5.
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QnoKey i It

- IX]

CONDO
@ your future life MKEY
ISimplified Chinezse *| S ECURITY

T VPNIERERRT . IRERIFHMMSEER.
AR, Flmd “HRITIER " RAETIT VPNEEL,
HiEATIER .

HE :

LVPNERELEAL, THMMSESRT “VPNERHD" , MAFRHBORT

HARE “ERT REE

[15:21:33] Got challenge from router.

[15:21:33] Send responze to router.

[15:21:40] Got preshared key and IPSec SA data

[15:21:40] Set up VEH tunnel.

[15:21:42] Eztablishing VW commection to router.

a3

HiiH

4-5: R T 0O

PATRERE R XU AL S B b
Start connection and challenge response protocol
Get challenge from router
Send response to router
Got preshared key and Ipsec SA data
Set up VPN tunnel
Establishing VPN connection to router

VPN connecttion OK

FFAREE R I 1 R [ 37 5K

75 30 8% th # [n] B

) 2 285 A 0% M

H A5 3L 35 1R IPSec SA Hids
57 VPN B LRE E

fifi N VPN JEE 2 4% i %

VPN AL L)

I 1PSec VPN 457 i t, 7EHEAZ S L “VPN Connection OK” 1 HEL .

Qono

a
[TAKEY

|Simplified Chin

ezt Y| SECURITY

T VPNERERN” . ERRMMSEER.

Wa

LvPNERHLTERL, TARIRBIESRET “VeNEERD"  MAERHEOET
EEATNE, AlAd “HRFTER " R VANGREL, HA Ad CERT IREE
HHTIERE.

[10:05:53] Send response to router.

[

[10:06:00] Got preshared key and IPSec SA data.

[10:06:00] Set up VPN turmel.

[10:06:02] Establiching VFH comnmection to reuter.

[10:06:13] VEN connection OK

4-8: AR AGE R T 4 AL
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QnoKey 1§ F it

RN )G, CWITTEE” AN B A B ] R ORAS . IBHUIRES AR RS
FEA) Q ARG S WoR kG (1, RORTELIERE (on-line) o #7J& Q AR R Ky 2K
t, RFIR AR ER (off-line). I R & Fras.

4-9: ERRZ T BB Gt

EER: VPN BEERBIIGE, AAUXRHAFERXEN, HRXAED, SERERFRT
¥ VPN Hrgk.

R REE 1, s MU KRR, BRI N AR5 2B i i
KIFriESE “About(I%F)” . “Auto execute when Windows startup Cf 3 sl ASHAT) 7 <
“Open (§]7F) 7 . “Returnto Main Page CR[FIF=% 1) 7 . “Connect CGEH:) 7 . “Exit
GRHD 7 SRR i 1.

About

Auto execute when Windows startup
Open
Betwrn to Main Fage

Conmect

Exit

Kl 4-10: AT55F2 46/ NE b

4) WrIF VPN i

UANTFE TR, AR UEEE 24, n kil “WrIRERR” AW T VPN AL,
W 1% ) 5 AR U RS 2 B “ Disconnect VPN OK” & L. Wif&] 4-11.
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[Simplified Chinese ¥| SEecCURITY

GINO
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LVPNERHLTERL, THEIMBHESE  “VPNEEMDY”  MASHHEORT

TVPNERERT . FERTRFSEER.
EERRETE, Flad CEFFIER" IREEFVPNEREL, R aE (R REE

HETIERE.

HE
[10:08:55] Handshaking for stop YEW conmection. ;I

[10:08:56] Got respomze from router.

[10:08:56] Create response from challenge.

[10:09:00] Disconnect VFH OE

Kl 4-11: BT I 45 o o

Wi T VPN BCHLG , B rT LUK QnoKey iR, A4St W, 5 Z3%445 . a1 VPN R

B QnoKey, i A FE PR 45 WIE AT, O IPSec VPN T R RS B

AN RO P A AE TR, OGN BEOE % MBS 1 153 5% 1 E I AR R
VTR, B S 24 ] R LS AT AT R B IR RSCAS AT AR ™ B p BT AR

—

HIMMGE RIS % “Hix=" .
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QnoKey 1§ F it

fisx— & W E

8 1. WAL T QnoKey Thfig, HilfELF QnoKey, Jft2 I AR R VPN I A
1T

Z AEAER A A FT R Y Windows OS J& 75 A XP, 2000, Vista FIRCAS;  FEA A I 25 4
W2k Bl 9 e K P B 1S . BB BT KBS BH RS AR o #5742 DA RS S0 1
T BOFTAE R P RS 222 QnoKey 2% 7 i A

TR 28 S 2 TS 1) WAN 1P 245 156, 1IEARIES WAN LT MY 5 1P, %
H 2 P IS I LA RN G B SR . B IERER) WAN G E S AN, Fr
I 1) QnoKey, I it T HTICHL .

o) 7 2: 4 QnoKey AN/NCaidh 2k, Al A A BEARAIE VPN 3l 2 42

% WIHAPTISR QnoKey T Edl, HEA M H s T LA e T “ Stolen Key Login Action”
TEPEERAE . RIS EFRILIEALT P 938, fE R QnoKey 45 H AT, 2)i% “tolen” . IXAFf,
12 1F) QnoKey st ANAEEEHL VPN, M ERIE T #2242 .

@ 3. AEH R, AT A s N I A JE B HEAT VPN L2

B BIANARJE, SHENSAT IO, S AT DO A R 3 TIESS T AT iRiERE VPN,
XIS AE TR R s AT IR P oSO B3 (45 6L

o)3e 4: 38 QnoKey 1 HIWIFRBIIG, b n] LAREEATTHING ?
% QnoKey IR EIIIE, FEAREHEEAT VPN #4%, H AT DUF BT HI/E—4E QnoKey.

RILEBRGEAA, WA LA EESEATHIE QnoKey #AEDIR. # RASCE T EEHFRE, #
I B e 2 B i SR PR N 2
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QnoKey 1§ F it

fif % — Qno HIARSCHF

B2 AT SRR A BOR B AT DU SRR 5 i e X, AL FTP RS54 KA < 58
1, B AR PR A 2B R BORFR T L S Al vt KR B i 46

M TR X A FTP kg5

WHEX: http: //www.Qno.net.cn/forum

FTP JIk%54%: Qnoftp.3322.0rg
BRI SS AR 5

Ry G S R st o E R 55 00 b A R B R AR Uy ik
http: //www.gno.net.cn/tw/service_center.asp
KEEHA AL

HLHE: servicel@gno.com.tw
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