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Local Security

Gateway Type:

DSl e, A TR ERAE T NI H k£, 3l

IP Only- R AEH] TP #A0E

IP + Domain Name (FQDN) Authentication, —IP+Pik44#K

TP + E-mail Addr. (USER FQDN) Authentication, —IP+HELT-H[
#

Dynamic IP + Domain Name (FQDN) Authentication, —-zhZs IP
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Dynamic IP + E-mail Addr. (USER FQDN) Authentication. 3#Jj
A IP i E+ A 24 FR

eI H T v Ok e BEH % 5E ( Local Security Gateway
Type ) BIZS AN 1EHaze F5 (1) e R e A 1R ) OC e e HE A e
( Remote Security Gateway Type) ZU&AHIA.

(1> IP Only: #F/i&# IP Only RIS, N EEEAL IP
RLEW DAAFRULETE, A5, VPN MG WAN IP B X< B3E
ABTRE 24% N, MAEFELTIONE. -

Local Security Gateseay Type | IP Only w

Paddress [192 188 |5 o8

(2) IP + Domain Name (FQDN) Authentication:zrik# IP
IR RARS, A TRARR IR L& IP AL, RfE VPN
PISCH WAN IP B4 BB H FH N, MAERERTH
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Local Security Gaterweay Type | IP + Domain Mame(FEDN) Authertication b
Domain Marme
Facdress 192|188 |5 8B

(3) 1IP + E-mail Addr. (USER FQDN) Authentication: FHi&#
IP frE 0 B -FESEREESE), RAREEEAN IP A EDRH
FHBAAL B AT LI, SRJ5 VPN BISKH) WAN IP AL B <
HEEARIE &N, TAHRREHTHIMEE .

Local Security Gatevway Type | IP + E-mail Addr (USER FQDN) Authentication b4
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(4) Dynamic IP + Domain Name (FQDN) Authentication: F&
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(5) Dynamic IP + E-mail Addr. (USER FQDN) Authentication:
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E-mail acldress @

Local Security

Group Type

Ik ¥ A L X Sl ) VPN BRHL 22 e BE AL, LU R LA ST
A X Sl VOE P H , AUE PR B G M S

TP Address
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Local Security Group Type [ Subnet
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Gateway Type:
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IP Only—AEH] TP 42 ALE

IP + Domain Name (FQDN) Authentication, —IP+M3E44F5

IP + E-mail Addr. (USER FQDN) Authentication, —IP+HLFHE
s

Dynamic IP + Domain Name (FQDN) Authentication, -Zh7 IP
AL B+ R4 FR
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M H )G R WO 2 e BEAH % ® ( Remotelocal Security
Gateway Type) Y%A L 3% $52 328 Bt i30T it 1) X O ‘22 A TR AH W o
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IP by DS Rezolved
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Domain Mame

P B AFNTEZFEN) TP address, WA DAIE i (9 35k 42 Fk 4 466 DNS
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AT R . BARROE SE UG E Summary  [FREFE M T T H
) ks HAIX B TP address.

Remate Security Gatesvay Type | IP + Domain Mame(FQDMN] Authertication hd
IP by DME Resolved |

Domain Mame

(3) 1IP + E-mail Addr. (USER FQDN) Authentication: FHi&#
IP frE N B -FESERAESE), RAREEEAN IP BRI R R
FHBAFAL B AT LI, SRJ5 VPN BSKH) WAN IP AL B <
HEEARTE &N, TAHRRTEHITHIMEE .

Remote Security Gatewway Type | IP + E-mail Addr (USER FQDMN) Authentication w
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E-mail address @

B A IEEFER ) 1P address, JA] DL ok 9 3 44 FR %
# DNS Resolve ¥4 DNS #5pk IP address. fHAEWEEN)G
7E Summary FRIZERE W IR TS 7~ AT W) TP address.

Remaote Security Gateveay Type | IP + E-mail Addr (USER FQDRN) Authertication w
IP by DMS Resclved w

E-mail address @




(4) Dynamic IP + Domain Name (FQDN) Authentication: #/#
HEhA 1P A7 & EFE VPN W, mtnl DL FESAS 1P A0 s b+
LA TR LA WA dak 42 R 45

Remote Security Gateweay Type | Dynamic P + Domain MameFQDN) Authertication b

Domain Rame

(5) Dynamic IP + E-mail Addr. (USER FQDN) Authentication:
ERMABZ 1P ACEER VPN W36, T LSRR AR
VPN, HImFER VPN PIRESK 5 VPN B SGHE Sy VPN BRHLES, VPN
M BT ERIIEFF R NI VPN BB BCHL . S\ T HRAFAAE
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Remote Security Gatevway Type | Dynamic [P+ E-mail Addr (USER FQDM) Authentication
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Group Type:
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A H DX sl A (I H S TR IR R B IS M S

(1) IP Address
BeIH o vEIe VPN SBIEICHLSE , ARG TP A7 B ) A b
TR BT LAEEAL .

Remote Security Group Type | IP b

IP address |0 .o o o

PLEM&ES % K. 2k VPN lE LS, T 192, 168. 1. 07255
e Y B TP A7 B Y L v ML T BABCATL o
(2) Subnet

BRI H D se vt VPN BB LUS . &G TR B A g v 5
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Rermote Security Group Type | Subnet W
IP address
Subnet Mask |255 ,|2585 . |255 10
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WAL T LUR R ns 3 27 20 Key Management, 4374 F3) (Manual ) DA

IKE Bahing 57— IKE with Preshared Key

kKevyving Mode | Manual

Incoming SPI

Qutgaoing SPI
Encryption |DES %

Authentication  |MD3  w
Encryption Key

Authentication Key

(automatic), W FEFT/N:

Key Management:

WS T 5 DA 24 e 5 e VPN S8 T A FH e of o 7y 3 LR By
G, e E — AR EE N, JHE R, S H IR

AR S HONIR; BOE 7 A B3 Auto - (TIKED B2 T30
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IPSec Setup

Heying Mode | IKE with Preshared key |+
Phazel DH Group | Groupl »
Phasel Encryption  |DES
Phasel Authertication  |MDS W

Phazel 54 Life Time | 25800 seconds
Perfect Forward Secrecy
Phase2 DH Group | Groug!
Phaze2 Encryption |DES W
Phaze2 Authertication |MDS
Phase2 SA Life Time | 3600 sECcOnds

Preshared Key

IKE with Preshared Key (automatic) :i@i¥ IKE f2A3L=f
EPRNETESKAFEREREHE. 5% PFS (Perfect Forward
Secrecy) JABNIGE, 2T BB TKE Ppii i i = AR i 28 4

LRI GO — 2 % 5 50 . 24 PFS JH 85, 1L brute force




K G B2 (hacker) JoVAAE L AT TR Y, HE— D143
4.

Phasel/Phase2 DH Group:

TR DL FER ] Diffie-Hellman BEZH )52 : Groupl X

4 Group2/Grouph.

Phasel/Phase2 Encryption:

ot 2 3 T 5 5 A L Lk VPN SELEAE TR N AR, FFAIE
BEREWSHIM G TERINESHAMHE:

DES: 64-frfn# 73\ 3DES:. 128-f7 % 7 =K.

Phasel/Phase2 Authentication:

I BO-IF B IR 5% S A Bt 2 bk VPN SRIE TR A R, FFARE
BRENWSHWI S ERE MR XS HAHF
“MD5 " / “SHA " .

Group:

TR AT LUk BRI Diffie-Hellman #E41730: Groupl ok

J& Group2/Groupb.

Phasel SA Lifetime A MHAMFELFIAREIH, RARIA
{E % 28800 #> (8 /NEY), T ULA AT [A] 4 i VPN BXHL, R4S
BEIETE R NEE, BERAEREE NS HEE IR
4.

Phase2 SA Lifetime ¥ NHARBMFEGKARNE, RERIA
B4 3600 £ (1 /MBS, FIHERETEI AR VPN BRYL, RASH
BTG, B3RS KA RE T R R RE




Preshared Key:F Auto (IKE), I, fAHELIWMA—
HRHFEHT  “Pre-shared Key " KIFBIGE, FELLAKITEG)
WEA test, WUMABTFRENFHRIHREG, RAK<A
B HREE A B0 BRSO AT H B Y B 3% A VPN {5 B E R
I RIACHR B SRR T R F RIS & = 7]
BN 23 NICFEAE

Manual-F3)) /52

kKeying Mode | hdanusl w
Incoming SPI

Qutgoing SPI

Encryption |DES w
Authentication |MDS v
Encryption Key

Authentication Key

LT85 A Manual 15, SEIRTHRAOE BT 9], it

BIAATALIIATTAZHE ( negotiation) .

Manual AFB)TRELHEE, T I %H
“Encryption KEY” DA KHAEZH “Authentication KEY” —
i, T ABF R SCFRILHREL, REKS B3I
N BB BUR SCF A B TS B Bl Rk VPN R EE BRI IR AT
B SRAENE]: W FRESCFRILRFELEH TR 23
MXFHE.

HHMETEYEE “Inbound SPT " [AZ e 4% H LA “Outbound
SPI " ZHTFFFH, MLFRF A LA SR VPN B4 1 B2 AH [l
TR Inbound SPT BIESHL, I AL FEN) VPN ¥
[¥] Outbound SPT B AR 43 i, 1§ A (1) Outbound SPT

BOE T, WA SRR VPN BE45 1 Inbound SPI ¥ 5E
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Advanced (EE1EME 5 20D
LA A B A8 4%
P57 AEH] (IKE

Preshareed Key Only)

Advanced settings are
only for IKE with
Preshared Key mode of

IPSec.

Advance Mode: (HEFEMLITZ)

Agarezsive hMode
Compress (Suppott IP Payload Compression Protocol(lPComga
Keep-Alive

&H Hash Algorithm | =MDS

MEEMEMN

MetBIOS broadoast

O

Dead Pesr Detection (DPDY Interval |10 Feconds

75 VPN G BIRER BoE I H - 43 A 285 Main Mode LA
K B Aggressive Mode, Main mode #& VPN 3G Tl ik
VPN ANV AR AT H 45 oK 2 ) e VPN B8 A TR O AH
[Fl: 535h Aggressive mode KZ AIEFEIIB&KH], Wi HZ)
A IP RN, RN TN A rpL .

Compress:
ERPRILIN H Ak, WERER VPN EiE S VPN W% X IP &

SLAVRKIEYE (IP Payload compression Protocol) .

Keep—Alive:

FILFRILIRE )3, WEEK) VPN @B E b SRR FF IS VPN
EEASTN, AR Z A0 A FERET N B SRR,
BUETE E TP AL E K.

AH Hash Algorithm:

AH (Authentication Header) MiFFRLIEH, wI&HEFE

MD5/DSHA-1

NetBIOS Broadcast:
ERPRIIN H A%, WERER VPN 8l &1k NetBIOS | #&t
AR, A BT RGN 4 05 AR IR R Ty, AE AR
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Dead Peer Detection (DPD) :
FIEPEILIH A, TR VPN B I8 b 45 A ik
HELLO/ACK 5 JE\ A SR At 00 422 A5 VPN 3 (1 5 i 41 A B AT L AT .
AT i WTZ N VPN G2y BBk, SRS FREESLBTIRBIL. 18
# Al LLIEPEAE— IR DPD {5 S A (K i 1], BRIAMEY 10 F5.




